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Preface

About This Guide

This lab covers the creation and implementation of a single-chip crypto (SCC) system,
utilizing an isolated, redundant AES module. Complete step-by-step instructions are given
for the entire process.

Guide Contents

This manual contains the following chapters:

Chapter 1, “Design Challenge,” describes the SCC design and the goals of the lab.

Chapter 2, “Synthesizing Modules for Partial Reconfiguration Flow,” describes the
steps in the bottom-up synthesis flow.

Chapter 3, “Implementing the System,” gives step-by-step instructions for
implementing the SCC design.

Chapter 4, “Running the Isolation Verification Tool Against the UCF,” covers running
IVT against the pre-placed-and-routed design.

Chapter 5, “Implementing the Design with the PlanAhead Tool,” details placing and
routing the SCC design.

Chapter 6, “Verifying the Design with the NCD Isolation Verification Tool,” describes
running the verification tool on the placed-and-routed design.

Additional Resources

To find additional documentation, see the Xilinx website at:

http:/ /www.xilinx.com/support/documentation/index.htm.

To search the Answer Database of silicon, software, and IP questions and answers, or to
create a technical support WebCase, see the Xilinx website at:

http:/ /www.xilinx.com/support/mysupport.htm.

Single Chip Crypto Lab with the Virtex-5 Family www.xilinx.com 5
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Conventions

This document uses the following conventions. An example illustrates each convention.

Typographical

The following typographical conventions are used in this document:

displays

Convention Meaning or Use Example
Messages, prompts, and
Courier font program files that the system speed grade: - 100

Courier bold

Literal commands that you enter
in a syntactical statement

ngdbuild design_name

Helvetica bold

Commands that you select from
a menu

File - Open

Keyboard shortcuts

Ctrl+C

Italic font

Variables in a syntax statement
for which you must supply
values

ngdbuild design_name

References to other manuals

See the Command Line Tools User
Guide for more information.

Emphasis in text

If a wire is drawn so that it
overlaps the pin of a symbol, the
two nets are not connected.

Online Document

The following conventions are used in this document:

in the current document

Convention Meaning or Use Example
See the section “Additional
Cross-reference link toalocation | Resources” for details.
Blue text

Refer to “Title Formats” in
Chapter 1 for details.

Blue, underlined text

Hyperlink to a website (URL)

Go to http:/ /www.xilinx.com
for the latest speed files.

www.Xxilinx.com
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Chapter 1

Design Challenge

From the instructions in this chapter, a Single Chip Crypto system can be created and
implemented utilizing an isolated, redundant AES module targeting a Virtex®-5 or
Virtex-5Q FPGA utilizing the ISE® 11.4 and PlanAhead™ 11.4 development tools. It is
necessary to use the ISE 11.4 software for this lab. Figure 1-1 is a hierarchical diagram of the
various VHDL sub-blocks used in the implementation of the design. This Single Chip
Crypto lab shows how to develop a dual-AES design. The user can expand upon this to
create their own custom design based on the design methodology.

Type 1 Virtex-5 FPGA Crypto applications require defense-grade (XQ) devices for mask
control. The design example used in this application note was created using a non defense-
grade Virtex-5 XC5VLX85-FF676-2 device.

TOP

AES COMPARE AES_R

KEY_EXPANDER KEY_EXPANDER

X1135_c1_01_050209

Figure 1-1: VHDL Design Hierarchical Block Diagram
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Figure 1-2 shows the design flow used for the Single Chip Crypto lab.

Module Synthesis

System Implementation
and Placement

:

DRC and Timing

:

IVT on UCF File

:

Design Implementation

:

IVT on NCD File

X1135_c1_34_040810

Figure 1-2: SCC System Design Flow

Figure 1-3 shows the partitioning and I/O mapping for an XC5VLX85-2FF676 device.

AES

clk

reset

push_button

AES_R

COMPARE

led

DX

X1135_c1_02_040710

Figure 1-3: Die View: Partition and I/0 Map of XC5VLX85-2FF676

Figure 1-4 is a view of the completed XSCC Reference design being displayed in the Xilinx
FPGA Editor tool. The design incorporates two AES algorithm blocks: AES and AES_r.
Both of the AES blocks are driven by the same input data and key. In Figure 1-4, the two
AES blocks are the sideways C-shaped regions. Both of the AES blocks are tied to the

www.Xxilinx.com

Single Chip Crypto Lab with the Virtex-5 Family

XAPP1135 (v1.1.3) June 19, 2013


http://www.xilinx.com

& XILINX.

compare block, which compares the outputs of the AES blocks. If the outputs of the AES
blocks do not match, the compare block sends an alert to the user indicated by an LED.
Both AES blocks have an input that allows the user to inject an error. However, only the

AES block has the error injection input tied to an external pushbutton.

@ Yilinx FPGA Editor - impl_2_routed.ncd
Fle Edit View Tools Window Help

D|=|a|&| %| E5]+ BE(m@|=]w] =4

EEE

| %]

= | —[H|4J52 & oo
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mEEE]

attrib
autoroute
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dic:
editblock
edimode
find
[ yellow + |E
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autoprobe

route
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<PAD»: Bonded: bel <U3_Compsled. PAD:.
"R7". bonded type = IOBS, pad nane

bonded type = IOB

site

pad name = IOB X2¥121.
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I
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xcSylxES-2FFE76 Mo Logic Changes

X1135_¢1_03_031810

Figure 1-4: FPGA Editor View: Implementation of the Single Chip Crypto Flow
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Reference Design Files

Reference Design Checklist

The design files for this application note can be downloaded from:

https:/ /secure.xilinx.com /webreg / clickthrough.do?cid=343393

The design checklist in Table 1-1 includes simulation, implementation, and hardware

details for the reference design.

Table 1-1: Design Checklist

Parameter Description
General
Developer Name Xilinx
Target devices Virtex-5 LX85 FPGA
Source code provided Y
Source code format VHDL
Design uses code/IP from existing Xilinx application note/ N
reference designs, CORE Generator™ software, or 3rd party
Simulation
Functional simulation performed Y
Timing simulation performed Y
Testbench used for functional and timing simulations Y
Testbench format VHDL
Simulator software/version used ISE 11.4 software
SPICE/IBIS simulations N
Implementation
Synthesis software tools/version used XST
Implementation software tools/versions used ISE 11.4 software
Static timing analysis performed Y
Hardware Verification
Hardware verified N
Hardware platform used for verification N/A

10
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Install Reference Design Files into Target Directories

These steps describe the process for installing the reference design files:

Note: It is best if the design files are unzipped onto a directory without any spaces in the path.
1. Copy XAPP1135. zip to the Windows desktop.
2. Double-click on XAPP1135. zip and unzip the contents to the desired location.
3. The project files are placed in the following directories:
\Xilinx_Design\source\
\Xilinx_Design\ivt
\Xilinx_Design\synthesis\
\Xilinx_Design\PlanAhead

\Xilinx_Design\BuildScripts
\Xilinx_Design\results

Single Chip Crypto Lab with the Virtex-5 Family www.xilinx.com 11
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Chapter 2

Synthesizing Modules for Partial
Reconfiguration Flow

This chapter describes the steps that take the user through a bottom-up synthesis flow,
which is the flow used for SCC designs to maintain isolation. The top module is
synthesized first followed by each of the lower-level modules (AES, AES_R, COMPARE).

Synthesize the top Module

These steps describe how to synthesize the top module:

1. Start the ISE 11.4 software:

Start —» All Programs — Xilinx ISE Design Suite 11 — ISE — Project
Navigator

2. Create a new ISE 11.4 software project:
File - New Project

3. Asshown in Figure 2-1, set the Project Location to \Xilinx Design\synthesis,
set the Project Name to top, and click Next.

Single Chip Crypto Lab with the Virtex-5 Family www.xilinx.com 13
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= New Project Wizard

Create New Project
Specify project location and type.

Enter a name, locations, and comment For the project

Narne: |scc_LaB_Top

Location: ] C:\ilinx_Designisynthesis\SCC_LAB_TOP

]

Working Directary: 1C:'I.Xilinx_Dcsign'l.synthcsis'J.SCC_LP.B_TOP

]

Description:

Select the kype of top-level source For the project

Top-level source type:

HOL

l Mext > J[ Cancel

X1135_¢1_07_040710

Figure 2-1: New Project Wizard (Create New Project)

14
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Synthesize the top Module

= New Project Wizard

Device Properties

Specify device and project properties.

4. Choose an XC5VLX85-FF676-2 FPGA as the target device (see Figure 2-2).

Select the device and design flow For the project

Property Mame
: Product Category
. Farnily
Device
: Package
| Speed

i Top-Level Source Type

ISvnthesis Tool

| Simulator

IPreFerred Language

‘Property Specification in Project File
. Manual Compile Order

Enable Enhanced Design Summary
Enable Message Filtering
Display Incremental Messages

é\fatue

Al

VirkexS

XCSVLXES

FF676

-z

<lcl==<l=

|HDL

#ST (WHOLVerilog)

\ISim {(VHOL Yerilog)

\YHDL

|Store all values

<€ <£][<€

O

Oox

[ < Back “ MNext = H Cancel

X1135_c¢1_08_040710

Figure 2-2: New Project Wizard (Device Properties)

Single Chip Crypto Lab with the Virtex-5 Family
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5. Click Next twice, click the Add Source button, navigate to the source\design
directory, and add the top_package.vhd and SCC_LAB_TOP. vhd files to the

project.
6. Uncheck Copy to Project for all sources and then click Next (see Figure 2-3).

Z New Project Wizard @

Add Existing Sources
Adding existing sources is optional. Additional sources can be added after the project is created using the "Project-
=Add Source” or "Project- =Add Copy of Source" commands.

Add existing sources

Source File Copy to Project | add Source I

.1 top_package.vhd O
2 SCC_LAB_TOP.vhd ¥
3

Remove

[ < Back H Mext > H Cancel 1

X1135_c1_09_040710

Figure 2-3: New Project Wizard (Add Existing Sources)

16 www.xilinx.com Single Chip Crypto Lab with the Virtex-5 Family
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7. Click Finish (see Figure 2-4).

= New Project Wizard |

Project Summary
Project Mavigator will create a new project with the fFollowing specifications.

Project:
Project Name: SCC_LAE TOP
Project Path: C:\¥ilinx Design\synthesis\SCC_LAB_TOP
Working Directory: C:\VHilinx Design\synthesis\SCC_LAB_TOP
Description:
Top Level Source Type: HDL

Device:
Device Family: Virtex5
Dewvice: xc5v1xg5s
Package: £f£f676
Speed: -2

Synthesis Tool: XST (VHDL/Verilog)

Simulator: ISim (VHDL/Verilog)

Preferred Language: VHDL

Property Specification in Project File: 3Store all wvalues
Manual Compile Order: false

Enhanced Design Swmwnary: enabled
Message Filtering: disabled
Display Incremental MNessages: disabled

Existing Sources:
SCC_LAB TOP.vhd - use from current location
top_package.vhd - use from current location

[ < Back H Finish ][ Cancel

X1135_c1_10_040710

Figure 2-4: New Project Wizard (Project Summary)

Single Chip Crypto Lab with the Virtex-5 Family www.xilinx.com 17
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Click OK (see Figure 2-5).

= Adding Source Files...

The following allows you to see the status of the source files being added to the project, and
allows you to specify the Design View association For sources which are successfully added to

the project.

File Mame Association Library
1 @ scc_Lag_ToP.vhd :al v | work v
2 @ top_package.vhd Al v lwork v

Adding files to project: | 1) 10 18 10 10 0 10 0 10 0 0 0 0 0 0 0 R | 2 o 2 fies (0 errors)

[

I[ Cancel ][ Help

X1135_c1_11_040710

Figure 2-5: Adding Source Files

18
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Synthesize the top Module

The ISE Project Navigator Window should look like the window shown in Figure 2-6.

Note: The question marks (?) by all blocks that are not coded at the top level are expected because
only the top level is being synthesized at this time. All other blocks are out of context and are treated
as black boxes.

i File Edit Vew Project Source Process Tools Window Layout Help

OPEHAP L) EDEX wae WEPAPEKX AR AR DI IPIL£):Q
Design 08 X .| = Design Overview |
1
[ | Souces FE ik mplementat O B Simulat Behavior. Project File: SCC_LAB_TOP.ise
(3] | Herardy P Module Name: SCC_LAB_TOP
| & sccanrop Target Device: xcBvhES-2FETE
8 = [ S0p_LaB_T0R - Behavioral (C:\iin_Desic 0 Product Version: IS 114
g : u_sest rmtcsw\;;_oesionls:mhe:is = Design Goal: Balanced
g | §_AESZ - ses_r (C:\alnx_Desigrisynthe| % -
2 Ub_Comp - compare (C:Vin_Designilsyn 38 Design Strategy: sl Defauk (unlocked)
s | 4
e}
E Report Mame Status
Synthesis Report
Translation Report
Map Report
Flace and Route Report
- Power Report
Post-PAR Skatic Timing Report
] Bitgen Report Eibgen Report
Sacondary Reports
|
I ] LReputl Name |status
| | Processes: SCC_LAB TOP - Behavioral
| I Design Summary/Reports
i |& Design Utilities
5| = User Constraints
. |® B2 Synithesize - XST
A @ B2 Implement Design
- f_ﬁ Gcm.vatc Pruqrmmin.u File: Design Properties
# § Conffigure Target Device Enable Enhanced Design Summary
Update Bitstream with Processor Data [ Display Incremental Messages
€4 Analyze Design Using Chipscope [[] Enable Message Fitering
| Optional Design Summary Conbents
[] Show Clock Report
[ show Fafing Constrainks
[ shaw warnings
[] Show Errors
[[] Show Partition Data
Design | Files | Libraries =) What's New in ISE Design Suke 11 Z Design 5u
Conzole

10.

X1135_c¢1_12_031810

Figure 2-6: Project Navigator Window

Open the sSCC_LAB_TOP . vhd file and locate the buffer_type attributes:

attribute buffer_type: string;
attribute buffer_type of push_button
attribute buffer_type of reset
attribute buffer_ type of led

signal is "none";

signal is "none";

signal is "none";

The buffer_type attribute directs XST to disable I/O insertion on these ports. The
buffer_type attribute is necessary to guarantee I/Os are included in the lower-level
modules, and therefore are part of the isolated regions. However, in

SCC_LAB_TOP. vhd, clk is driven to all modules. Clock networks are not required to
be isolated. As such, do not apply this attribute to the CLK pin of the top-level code.

To run XST synthesis, either right-click on the Synthesize-XST icon in the Processes
window and click Run or simply double-click Synthesize-XST. After synthesis is
complete, close the top project.

Single Chip Crypto Lab with the Virtex-5 Family
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Synthesize the aes Module

These steps describe how to synthesize the aes module:

1. Start the ISE 11.4 software.

Start > All Programs — Xilinx ISE Design Suite 11 —» ISE — Project
Navigator

2. Create a new ISE 11.4 software project:
File - New Project

3. Set the Project Location to:
\Xilinx_Design\synthesis
Set the Project Name to aes.

5. Click Next (see Figure 2-7).

= New Project Wizard @

Create New Project
Specify project location and type.,

Enter a name, locations, and cormment For the project

Mame: e |
Location: :C:'l.XiIinx_Design'l.synthesis‘l.aes | E]
Working Directory: | C:\Xilinx_Designisynthesisiaes | @
Description:

Select the type of top-level source For the project

Top-level source bype:

HOL v

l Mext = l[ Cancel ]

X1135_c¢1_13_040710

Figure 2-7: New Project Wizard (Create New Project)

20 www.xilinx.com Single Chip Crypto Lab with the Virtex-5 Family
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Synthesize the aes Module

6. Click Next (see Figure 2-8).

E New Project Wizard

X

Device Properties
Specify device and project properties.
Select the device and design Flow for the project
. Property Mame é\fatue
. Product Category Al v
Farily \VirtexS v
Device |XCSYLY8S v
Package \FF676 v
| Speed -z v
Top-Level Source Type [HDL
. Synthesis Tool | XST (WHDLjverilog) v
| Simulator I5im (¥HDL jverilog) v
IPreferred Language |YHDL v
Property Specification in Project File \Store all values v
' Manual Compile Order ||
Enable Enhanced Design Summary
 Enable Message Filtering El
. Display Incremental Messages |
[ s JIL_tee> || conca

X1135_c1_14_040710

Figure 2-8: New Project Wizard (Device Properties)

Single Chip Crypto Lab with the Virtex-5 Family
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Click Next twice.

To add the key_expander.vhd, aes.vhd, and aes_package.vhd files to the
project, click the Add Source button and navigate to the source\design directory.

9. Uncheck Copy to Project for all sources and then click Next (see Figure 2-9).

E= New Project Wizard fgl

Add Existing Sources
adding existing sources is opkional, Additional sources can be added after the project is created using the "Project-
=fdd Source” ar "Praoject-=Add Copy of Source” commands,

Add existing sources

Source File Copy ko Project Add Source

1 iaes.vhd 0
7 | aes_package.vhd D Remove
3 | kev_expander.vhd ]

4

[ < Back ] [ Mext = ] [ Cancel

X1135_c1_15_040710

Figure 2-9: New Project Wizard (Add Existing Sources)
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10. Click Finish (see Figure 2-10).

ZE New Project Wizard @

Project Summary
Praject Mavigator will create a new project with the Following specifications.

Project:
Project Neamwe: aes
Project Path: C:)Xilinx Design)synthesis)aes
Working Directory: C:VXilinx_ Design\synthesis\aes
Description:
Top Lewvel Source Type: HDL

Device:
Device Family: VirtexS
Device: xc5v1lxg5
Package: f£676
Speed: -2

Synthesis Tool: XST (VHDL/Verilog)
Simulator: ISim (VHDL/Verilog)
Preferred Language: WVHDL

Manual Compile Order: false

Enhanced Design Summary: enabled
Message Filtering: disabled
Display Incremental Messages: disabled

Existing Sources:
ges.vhd - use from current locacion
aes_package.vhd - use from current location
key_expander.vhd - use from current location

Property Specification in Project File: Store all wvalues

)

Finish

] [ Cancel

Figure 2-10: New Project Wizard (Project Summary)
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11. Click OK (see Figure 2-11).

== Adding Source Files...

The fFollowing allows wou to see the skatus of the source files being added ko the project, and
allows you to specify the Design Wiew association For sources which are successfully added ko

the project,

File Mame Association Library
1 (D aes.vhd {4l “ | work b
z @ aes_package.whd | all |k, bt
3 @ key_expander.vhd Al w [wark, hd

adding Files to project: [ EERREREEE SRR REE R R R RN ]3 aof 3 Files (0 errors)

(0.4

|| cancel || hei

Figure 2-11:

X1135_¢1_17_040710

Adding Source Files
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The ISE Project Navigator Window should look like the window shown in Figure 2-12.

Note: All blocks are defined. There should be no question marks (?) by any module. All modules at
this level and below are in context.

]
DEHA S 00X wa @ ALK AR AITEONGIARIPIT LV
Design 0O 8 X . | = Design Overview
= § — Ol Surmary
Sources F(3) F Implemertat ) f48 Simudat Bebavior - 508 Project File: sas.isa
Huua‘r‘lsiw ® Module Name: ae5
= ] o
= O resvises-2ffers ;j Target Device: xS 2fFE76
a = [Rdk 2es - Behavioral (C: il _Design|source\d Product Yersion: ISE 11.4
a 4] expand key - key_expander - expansion { | Design Goal: Balanced
38 Design Strategy: siliroe Default (urlocked)
8 ] 2 |
P
Report Name Status
Syrithesis Report
E3- Dietod Translation Repart
Map Report
Place and Route Report
Power Report
Post-PAR Static Timing Report
Bitgen Repart Eibgen Report
Secondary Reports
& 2 |Renon Name Status
\» | Processes: a=s - Behavioral
== p 4 Design Summary/Reports
B Design Utiities
S I User Constraints
v | 8 P2 Synthesize - 45T
W@ f2  Implement Design
— r{'} Generake Programming File Design Properties
- Configure Target Device Enable Enhanced Design Summary
e Update Bitstreamn with Processor Data [] Display Incremental Messages
@4 Analyze Design Using Chipscope [] Enable Message Fikering
ptional Design Summary Contents
[] Show Clock Report
[[] Show Failing Constraints
] Show Warnings
] show Errors
[ Show Partition Data

X1135_c1_18_040710

Figure 2-12: Project Navigator Window
12. Open the aes. vhd file and locate the section containing the buffer_type attributes:

attribute buffer_type: string;

attribute buffer_type of clk : signal is "none";
attribute buffer_type of start : signal is "none";
attribute buffer_type of mode : signal is "none";
attribute buffer_type of load : signal is "none";
attribute buffer_type of key : signal is "none";
attribute buffer_type of data_in : signal is "none";
attribute buffer_type of reset_out : signal is "none";
attribute buffer_type of data_out : signal is "none";
attribute buffer_type of done : signal is "none";

The buffer_type attribute directs the XST tool to disable I/O insertion on the specified
ports. By default, XST inserts an I/O on all ports. The buffer_type attribute is necessary
to guarantee I/Os are not placed at this level in the hierarchy either because the I/Os
are placed at the top level (such as CLK) or because the port is a direct connection to a
port of another instance.

Note: The reset and push_button signals do not have an attribute associated with them
because they are “owned” by AES and therefore require an I/O to be inferred within the aes
module rather than the top. The clk /O was inferred when the top was synthesized. The other
signals are internal to the FPGA,; therefore they have the attribute signal is "none™" applied.

13. Inthe aes.vhd source code file, the LUT instantiation between reset and reset_out is
necessary for Trusted Routing rules. Refer to XAPP1134, Developing Secure Designs
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14.

Using the Virtex-5 Family, for more details on Trusted Routing rules. A section of the
VHDL code for the LUT instantiation is shown here:

-- Instantiate LUT buffers on nets that either drive two different regions
-- or are feedthrough's from one region to the next. This prevents a single
-- net being placed "shorting" three regions together. Trusted Bus Macros
-- fulfilled this requirement automatically.

lut_reset_out : LUTL
GENERIC MAP (INIT => X"2")
PORT MAP (IO => reset, O => reset_out );

Right-click on the Synthesize-XST icon in the Processes window and select
Process Properties.... Set Optimization Goal to Area, set Optimization Effort to
High, and click OK (see Figure 2-13).

£ Process Properties - Synthesis Options

(el Switch Name Property Mame Ve
Synthesi.s Qptions -opt_rmode Optirmization Goal Area ~
HOL Cptions
wilinx Specific Options -opt_level Optirization EFfart
-power ‘ower Reduction
-iuc Use Synthesis Constraints File
-utc Synthesis Constraints File ]
-lso Library Search Order ]
-keep_hierarchy Keep Hierarchy No w
-nietlist_hierarchy Metlist Hierarchy As Optimized hd
-glob_opt Global Optimization Goal AllClockMets =3
-rbigw Generabe RTL Schematic s v
-read_rores Read Cores
-sid Cores Search Direckories ]
~write_kiming_constraints | \Write Timing Constraints
-cross_clack_analysis Crass Clack Analysis (]
-hierarchy _separator Hierarchy Separator ! v
-bus_delimiter EBus Delimiter <3 v
-slice_utilization_ratio LUT-FF Pairs Ltilization Ratio 100 £
-bram_utilization_ratio BRAM Utilization Ratio 100 e
-dsp_utilization_ratio D5P Utilization Ratio 100 =
-case Case IMaintain b
Work Directory [C-LAB-UsersGuide_yS-Design/silin:_Design/synthesisjaes/xst o
set -xsthdpini HOL INI File ]
-verilogzo01 verilag 2001
~vigincdir werllog Include Directories (]
-generics GEnetics, Parameters
-define ‘erilog Macros
Other 5T Command Line Options
Property display lewvel: Display switch names
I O l [ Cancel ] [ Apply ] [ Help ]

15.

16.

X1135_c1_19_031810
Figure 2-13: Process Properties

To run XST synthesis, either right-click on the Synthesize-XST icon in the Processes
window and select Run or simply double-click Synthesize-XST.

After synthesis is complete, close the aes project.
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Synthesize the aes_r Module

These steps describe how to synthesize the aes_r module:
1. Start the ISE 11.4 software:

Start > All Programs — Xilinx ISE Design Suite 11 —» ISE — Project
Navigator

2. Create a new ISE 11.4 project:
File - New Project

3. Set the Project Location to \Xilinx Design\synthesis.
Set the Project Name to aes_r.

5. Click Next (see Figure 2-14).

E New Project Wizard %]

Create New Project
Specify project location and type.

Enter a name, locations, and comment For the project

Mame: | aes_t|

Location: | C:\xilinx_Designisynthesistaes_r

Working Directory: i C:\ilinx_Designisynthesis\aes_r

Description:

Select the type of top-level source for the project

Top-level source type:

HDL b

I Mext = H Cancel

X1135_c1_20_040710

Figure 2-14: New Project Wizard (Create New Project)
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E= New Project Wizard

Device Properties

Specify device and project properties.

6. Choose an XC5VLX85-FF676-2 as the target device (see Figure 2-15).

X)

Select the device and design Flow for the project

. Property Name
. Product Category
. Farily
| Device
Package
: Speed
: Top-Level Source Type
| Synthesis Tool
| Simulator
IPreferred Language
. Property Specification in Project File
. Manual Compile Order

Enable Enhanced Design Summary
. Enable Message Filtering
. Display Incremental Messages

g\fah.le

Al

VirtexS

| XCSVLXBS

FF676

-2

SIL£]L]<

|HDL

XST (VHDL{Verilog)

\ISim (VHDL fVerilog)

\WVHDOL

\Store all values

Rl= i<

a

O0r

[ < Back Il Mext > l[ Cancel

X1135_c1_21_040710

Figure 2-15: New Project Wizard (Device Properties)
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7. Click Next twice. Add the key_expander.vhd, aes_r.vhd, and

aes_package.vhd files to the project by clicking the Add Source button and
navigating to the source\design directory.

8. Uncheck Copy to Project for all sources and then click Next (see Figure 2-16).

Z New Project Wizard El

Add Existing Sources

adding existing sources is optional, Additional sources can be added after the project is created using the "Project-
=Add Source” or "Project- =Add Copy of Source” commands,

Add existing sources

Source File Copy ko Project Add Source

1 aes_r.wvhd 0

2 aes_package.vhd 0 Rernove
3| key_expander.vhd |:|

4

’ < Back H Mexk = H Cancel

X1135_c1_22_040710

Figure 2-16: New Project Wizard (Add Existing Sources)
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9. Click Finish (see Figure 2-17).

= New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

X)

'Prnject:
Project Name: ass_r
Project Path: C:\Xilinx Design‘\synthesis\aes r
Working Directory: C:iVHilinx Designhsynthesish\aes_r
Description:
Top Level Source Type: HDL

Device:
Device Fawily: VirtexS
Device: xc5v1x8S
Package: ff676
Speed: =2

Synthesis Tool: XST (VHDL/Verilog)

Simulator: ISim (VHDL/Verilog)

Preferred Language: VHDL

Property Specification in Project File: 3tore all wvalues
Manual Compile Order: false

Enhanced Design Swmmary: enabled
Message Filtering: disabled
Display Incremental Messages: disabled

Existing Sources:
aes_package.vhd - use from current location
aes_r.vhd - use from current location
key_expander.vhd - use from current location

[ < Back H Firish

l I Cancel

Figure 2-17: New Project Wizard (Project Summary)

X1135_c1_23_040710
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10. Click OK (see Figure 2-18).

== Adding Source Files...

The fFaollowing allovws wou to see the skatus of the source files being added to the project, and
alloves waou bo specify the Design Yiew association for sources which are successfully added tao

the project,

File Mame Association Library
1 @Eaes;uackage.vhd fal [l wark, w
2 @ aes_r.vhd all ok, b
3 @ key_expander.vbd Al | work bl

Adding Files ko project: |[BEHEE R R REREE R REE ] 3 of 3 files {0 errors)

(04 H Cancel ” Help

X1135_c1_24 040710

Figure 2-18: Adding Source Files
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The ISE Project Navigator Window should look like the window shown in Figure 2-19.

Note: All modules are defined. There should be no question marks (?) by any module. All modules
at this level and below are in context.

i File Edit Wiew Project Source  Process  Tools  Window  Layout  Help
OPHD L XD0X oo MR ALPEX 2E|AIZTEDG SR PL:Q
Design w08 x| |2 Desigémew |
- e ol Summary
(i} | Sources FE 5 mplementat O ff] Simudat pehiavior Py D) 108 P Praject File: ses_rise
& Heararchy @ Module Name: B85 r
3] 5] e Target Device: xeSVIxES-207676
o Clack Report Product Yersion: ISE11.4
(G Static Timing | Design Goal: Balanced
& = Exors and Warnings |Desion
iR Dresign Strategy: Hilino: Default {unlocked)
a a4 '
i
o Report Mame Status
Synthesis Report
= Detailed opar I:s . Translation Report
1 Map Repart
Place and Rouke Report
Power Report
Past-PAR Static Timing Report
h Bitgen Report
Secordaryﬁenorls
L} 2 Report Name Status
| | Processes: ses_r - mapping
B E Design Summary)Reports
c + Design Lilities
','{,: + User Constraints
| ® B2 Synthesize - X5T
A # £  Implement Design
= Eg Generate Programming File Design Properties
e Configure Target Device Enable Enhanced Design Summary
1 Update Bitstream with Processor Daka ] Cisplay Incremental Messages
&+ Analyze Design Using Chipscope ] Enzble Message Fiteting
Opticnal Design Summary Contents
7] Show Clack Report
] Shiows Failing Constraints
] Show Warnings
] Shows Ervors
] Show Partition Data

X1135_c1_25_031810

Figure 2-19: Project Navigator Window

11. Open the aes_r.vhd file and locate the section containing the buffer_type attributes:

attribute buffer_type: string;

attribute buffer_type of clk : signal is "none";
attribute buffer_type of reset : signal is "none";
attribute buffer_type of push_button : signal is "none";
attribute buffer_type of start : signal is "none";
attribute buffer_type of mode : signal is "none";
attribute buffer_type of load : signal is "none";
attribute buffer_type of key : signal is "none";
attribute buffer_type of data_in : signal is "none";
attribute buffer_type of data_out : signal is "none";
attribute buffer_type of done : signal is "none";

The buffer_type attribute directs the XST tool to disable I/O insertion on the specified
ports. By default, XST inserts an I/O on all ports. The buffer_type attribute is necessary
to prevent this insertion at this level in the hierarchy either because the I/Os are placed
at the top level (such as CLK) or the port is a direct connection to a port of another
instance.

Note: The clk I/O is inferred when top is synthesized. All other ports are internal to the FPGA,;
therefore they have the attribute signal is "none" applied.
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Synthesize the aes_r Module

Properties....

Figure 2-20).

Z5 Process Properties - Synthesis Options

Cakegaory

12. Right-click the Synthesize-XST icon in the Processes window, select Process

13. Set Optimization Goal to Area, set Optimization Effort to High, and click OK (see

X]

Synthesis Options
HOL Options
Hilinz: Specific Options

Swikch Mame
-opt_made
-opt_level
-power
-iuc
-uc
-lso
-keep_hierarchy
-netlist_hierarchy
-glob_opt
~ttlview
-read_cores
-sd
-write_timing_conskraints
-cross_clock_analysis
-hierarchy_separatar
-bus_delimiter
-slice_utilization_ratio
-bram_utilization_ratio
-dsp_utilization_ratio

-Case

set -xsthdpini
-wetilog2001
-wlgincdir
-genetics
-defing

Property Mame
Ciptimization Goal
Cptimization EFfart
Power Reduction

Use ynthesis Constrainks File

Synthesis Constrainks File
Library Search Order
Keep Hierarchy

NMetlist Hierarchy

Global Optimization Goal
Generate RTL Schematic
Read Cores

Cores Search Directories
‘rike Timing Constraints
Cross Clack Analysis
Hierarchy Separator

Eus Delimiter

LUT-FF Pairs Ukilization Ratio

ERAM Ltilization Ratio
DSP Utilization Ratio
Zase

Work Directary

HEL IMI File

Yerilog 2001

verilog Include Directaries
Generics, Parameters
verilog Macros

Other 5T Command Line Options

Walue
Area R
T
O
L
L
Mo -
As Optimized w
AllClockMets v
‘fes b
8]
O
! e
<> v
100 *
100 >
100 E
Maintain v
-LAE-UsersGuide_¥S-Design)zilin:_Design/synthesisfaes_r/j«st E]
.
L
Property display level: Display switch names
[ o4 I [ Cancel ] [ Apply ] [ Help ]

X1135_c1_26_031810

Figure 2-20: Process Properties

14. To run XST synthesis, either right-click on the Synthesize-XST icon in the Processes

window and select Run or simply double-click Synthesize-XST.

15. After synthesis is complete, close the aes_r project.
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Synthesize the compare Module

These steps describe how to synthesize the compare module:
1. Start the ISE 11.4 software:

Start > All Programs — Xilinx ISE Design Suite 11 —» ISE — Project
Navigator

2. Create a new ISE 11.4 project:
File - New Project

3. Set the Project Location to \Xilinx Design\synthesis, set the Project Name to
compare, and click Next (see Figure 2-21).

2 New Project Wizard @

Create New Project
Specify project location and type.

Enter a name, locations, and comment for the project

Name: | compare] |
Location: :C:l.X|I|n><_Design\.synthess‘l_cnmpare | E]
Working Directory: | Ci\ilinx_Design\synthesis\compare | @
Description:

Select the kype of top-level source For the project

Top-level source type:

HoL v|

l Mext > |[ Cancel ]

X1135_c1_27_040710

Figure 2-21: New Project Wizard (Create New Project)
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Synthesize the compare Module

= New Project Wizard

Device Properties

Specify device and project properties.

4. Choose an XC5VLX85-FF676-2 as the target device (see Figure 2-22).

X)

Select the device and design flow For the project

IPropert:a Mame

. Product Category
. Farily

| Device

. Package

Speed

. Top-Level Source Type

| Synthesis Tool

| Simulator

IPreferred Language

IPruperty Specification in Project File
Il'vlara.ld Compile Order

Enable Enhanced Design Summary
. Enable Message Filtering
. Display Incremental Messages

é\fah.le

&l

|VirtexS

| XCSYLXES

|FF676

-2

L€ [£]<)]£

|HDL

XST (WHDL{Verilog)

\15im (VHDL/¥erilog)

\VHDL

\Store all values

JRI=I=

a

O0®

[ < Back Il Mext > l[ Cancel

Figure 2-22: New Project Wizard (Device Properties)
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Click Next twice. Add the compare . vhd file to the project by clicking the Add Source
button and navigating to the source\design directory.

Uncheck Copy to Project and click Next (see Figure 2-23).

£ New Project Wizard

K

Add Existing Sources
Adding existing sources is optional, Additional sources can be added after the project is created using the "Project-
=Add Source” or "Project- =Add Copy of Source” commands,
Aadd existing sources
Source File Copy to Project Add Source
1| compare.vhd L
Remove
2
[ < Back ] [ Mext = l [ Cancel

X1135_c1_29_040710

Figure 2-23: New Project Wizard (Add Existing Sources)
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7. Click Finish (see Figure 2-24).

X)

E= New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

'Project:
Project Name: compare
Project Path: C:V¥ilinx Design'\synthesis)\compare
Vorking Directory: C:\VXilinx Design\synthesis\compare
Description:
Top Level Source Type: HDL

Device:
Device Family: Virtex5s
Device: xeS5v1x85
Package: £f£676
Speed: =2

Synthesis Tool: XST (VHDL/Verilog)

Simulator: ISim (VHDL/Verilog)

Preferred Language: VHDL

Property Specification in Project File: Store all wvalues
Manual Compile Order: false

Enhanced Design Sunmary: enabled
Message Filtering: disabled
Display Incremental Nessages: disabled

Existing Sources:
compare.vhd - use from current location

[ < Back H Finish H Cancel

X1135_c1_30_040710

Figure 2-24: New Project Wizard (Project Summary)
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8. Click OK (see Figure 2-25).

£= Adding Source Files...

The following allows wou to see the status of the source Files being added to the project, and
allows wou to specify the Design Yiew association For sources which are successfully added ko
the project.

File Marne Associakion Library:

1 () icompare.vhd al w ||I.-'-.I|:|rk_ w

adding files to project: |BEEERERREE R RERERER R R ]1 of 1 files (0 errors)

ok || cancel || hel

X1135_c¢1_31_040710

Figure 2-25: Adding Source Files
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Synthesize the compare Module

The ISE Project Navigator Window should look like the window shown in Figure 2-26.

Note: All modules are defined. There should be no question marks (?) by any module. All modules
at this level and below are in context.

=
OPH G EDOEX woe R ALPEXLPR|AIIZREDD AR PE LT
Design “O0Fx -, = Oe:OUch |
"l Summar _
[ | Sources for: @ 6§ inplementation O F Senlation [Behavioral o e Project File: e
Ja] | Herarchy ® ‘Module Name: compare
&) | Pty i Target Device: S 276
- [l compare - Cillinx_Design] L) ] Product Wersion: ISE 11.4
° =2 ] Design Goal:
&l Errrs
a 35 __Desdun Strateqy:
: [
Fi
b Repart Name Istatus
B Al cun Synkhesis Repart
= Detaled Reports Trarclation Repaort:
Map Report
Flace and Route Report
Power Repart
Post-PAR Static Timing Report
] Bk Bitgen Report
Secondary Reports
Report Mame Status
| | Processes: compare - Behawioral
= L Design SummaryjReports.
W + Dwesign Lkiities
il | B User Constraints
| EQ  Syrthesize - uST
L@ B} Implement Besign
- €2  Generate Programeing Fie Design Properties
# B Configure Torget Device Enable Enhanced Design Summary
| Updste Bitstream with Processor Data [] Display Incremental Messages
@8 analyze Design Using Chipscops [[] Ensble Message Fitering
Optional Design Susmenary Contents
[] Show Chack Report
[ Show Faling Constrants
[] Show Warnings
[ Shews Erroes
[] Show Partition Diaks
Design | Flles | Libraries b Diesigh Suminary
Console

X1135_c1_32_031810

Figure 2-26: Project Navigator Window

9. Open the compare . vhd file and locate the buffer attributes:

attribute buffer_type: string;

attribute buffer_type of clk signal is "none";
attribute buffer_type of reset signal is "none";
attribute buffer_type of reset_out signal is "none";
attribute buffer_type of donel signal is "none";
attribute buffer_type of done2 signal is "none";
attribute buffer_type of start signal is "none";
attribute buffer_type of load signal is "none";
attribute buffer_type of data_inl signal is "none";
attribute buffer_type of data_in2 signal is "none";

The buffer_type attribute directs the XST tool to disable I/O insertion on the specified
ports. By default, XST inserts an1/O on all ports. The buffer_type attribute is necessary
to prevent this insertion at this level in the hierarchy either because the I/Os are placed
at the top level (such as CLK) or because the port is a direct connection to a port of

another instance.

Single Chip Crypto Lab with the Virtex-5 Family
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10.

Note: The led signal does not have an attribute associated with it because the led signal is
driven directly by an output buffer from within the compare code. All other ports are either ports
within the FPGA or had their I/Os inferred at a different level; therefore they have the attribute

signal is "none" applied.

In the compare. vhd source code file, the LUT instantiation between certain inputs
and outputs is necessary for Trusted Routing rules. Refer to XAPP1134, Developing
Secure Designs Using the Virtex-5 Family, for more details on Trusted Routing rules. A
section of the VHDL code for the LUT instantiation is shown here:

-- Instantiate LUT buffers on nets that either drive two different regions
-- or are feedthrough's from one region to the next. This prevents a single

-- net being placed "shorting"

three regions together. Trusted Bus Macros

-- fulfilled this requirement automatically.

lut_reset_out : LUTL
GENERIC MAP (INIT => X"2")

PORT MAP (IO => reset_i, O => reset_out );

lut_start_aesl_out : LUT1
GENERIC MAP (INIT => X"2")

PORT MAP (IO => start_i, O => start_aesl );

lut_start_aes2_out : LUT1
GENERIC MAP (INIT => X"2")

PORT MAP (IO => start_i, O => start_aes2 );

lut_load_aesl_out : LUT1
GENERIC MAP (INIT => X"2")

PORT MAP (IO => load_1i, O => load_aesl );

lut_load_aes2_out : LUT1
GENERIC MAP (INIT => X"2")

PORT MAP (IO => load_1i, O => load_aes2 );
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Synthesize the compare Module

11.

Right-click on the Synthesize-XST icon in the Processes window and select Process
Properties (see Figure 2-27).

£ Process Properties - Synthesis Options [g|
Category Swikch Mame Property Mame Value
Synthesis Options -opt_rmode Optimization Goal Area L
HOL Options
wilinx: Specific Options -opt_level Optimization Effort High v
-power Power Reduction O
-iue Use Synthesis Constraints File
-uc Synthesis Constraints File @
“Isa Library Search Order o
-keep_hierarchy Keep Hierarchy v
-nietlist_hierarchy Metlist Hierarchy As Optimized hd
-glob_apt Global Optimization Goal Alllockiets v
~rhlview Generate RTL Schematic ‘fes A4
-read_cores Read Cores
-sd Cores Search Directaries ]
-wribe_timing_constraints | Mrite Timing Constrainks |:|
-cross_clack_analysis Crass Clock Analysis (]
-higrarchy_separator Higrarchy Separator ! v
-bus_delimiter Bus Delimiter e v
-slice_utilization_ratio LUT-FF Pairs Utilization R.atio 100 ES
-bram_utilization_ratio BRAIM Utiization R.atio 100 £
-dsp_utilization_ratio DSP Utilization Ratio 100 £
-Case Case MMaintain bl
Wark Directory B-Usersiuide_WS-Design¥ilin:_Design/svnthesisfcorparefest [
set -xsthdpini HDL INI File o
-verilogz001 Yerilog 2001
~wlgincdir Werilog Include Directories ]
-genetrics Generics, Parameters
-define ‘erilog Macros
Other ¥5T Command Line Options
Property display level: Display switch names
I o4 l [ Cancel ] [ Apphy ] [ Help ]
X1135_c¢1_33_031810
Figure 2-27: Process Properties
12. Set the Optimization Goal to Area and the Optimization Effort to High.

13.

14.
15.

16.

Set the Keep Hierarchy option to Yes.

Note: This extra step is different than the SCC_LAB_TOBP, aes, and aes_r blocks. Compare, in
this lab, is an isolated module, not a PR module. Keeping its hierarchy prevents it from being
flattened with the top level or other isolated blocks. This only keeps its top-level instance, not any
sub-hierarchy. As such, it has no additional impact to optimization.

Click OK.

To run XST synthesis, either right-click on the Synthesis-XST icon in the Processes
window and select Run or simply double-click Synthesize-XST.

After synthesis is complete, close the compare project.
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Implementing the System

PlanAhead Project Entry

Launch the PlanAhead Tool

To launch the 11.4 version of the PlanAhead™ tool, select:

Start — All Programs — Xilinx ISE Design Suite 11 — PlanAhead —
Xilinx PlanAhead

PlanAhead Project Creation

The PlanAhead tool works with any synthesized netlist (XST, Synplify, etc.). The regular
guidelines are followed to generate a new project and import the netlist into the
PlanAhead tool to create a floorplan for the design.

1. Setup a new PlanAhead project:
File —» New Project

2. Click Next and enter:

® Project name: For this lab, the Floorplan_SCC project name is used.

® Project location: \Xilinx Design\PlanaAhead
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X

Mew Project

Project Name
Enter a name for ywour project and specify a directory where the project data files g@
will be stored N

Project name: |FI00rPIan_SCC

Project location: | C:\xilin:_DesigniFlanAhead [

Project will be created at: Ciline_DesigniPlandhead\FloorPlan_SCC

[ < Back " ek = ]’ Cancel

X1135_c2_01_051809

Figure 3-1: New Project

3. Click Next.
4. Select Import a synthesized (EDIF or NGC) netlist (see Figure 3-2) because the
modules have already been synthesized and click Next.

3

New Project )

Design Source
Specify the tvpe of sources For wour design, You can skart with RTL o & f@
synthesized EDIF S

D Impart RTL Sources
‘fau will be able ko run RTL analysis, synthesis and implementation,

Import synthesized (EDIF or MGC) netlisk
‘ou will be able ko run post-synthesis design analysis, planning, and implementation.

Import ISE Place & Rouke resulks
¥ou will be able to do post-implementation anakvsis of your design.

Do not import sources at this time
‘fou will be able ko do pin planning now and import a netlist later,

[ < Back ” Mext = ][ Cancel

X1135_c2_02_051809

Figure 3-2: New Project (Design Source)
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PlanAhead Project Entry

5.

Import the previously generated top level Netlist (see Figure 3-3).

(8 New Project E]

Import Netlist
¢}

Specify the EDIF or NGC netlist that contains the top module, and optionally a list g\
of directories to be used as a search path.

Netlist file: | C:\xilinx_Designisynthesis\SCC_LAB_TOP\SCC_LAB_TOP.nge (=)

Netlist directories

Ci_iXiiihx_Desigﬁisynfﬁesisiaes
C:\¥ilinx_Designisynthesis\aes_r
C:\¥ilinx_Design\synthesis\compare

[ < Back l[ Next = ] [ Cancel

X1135_c2_03_040710

Figure 3-3: New Project (Import Netlist)

Designate the top-level netlist and library directories. The netlist directories should

include the static logic top.ngc and only one “version” of each partially
reconfigurable (PR) or isolated (ISO) module.

Netlist File:

..\Xilinx_ Design\synthesis\top\top.ngc
Netlist Directories:
..\Xilinx_Design\synthesis\aes

..\Xilinx_Design\synthesis\aes_r
..\Xilinx Design\synthesis\compare

Click Next.
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8. Choose the Product Family (see Figure 3-4). For this lab, Virtex5 is used.

New Project

Choose a Part and a Floorplan Name

Enker a name For your Floorplan and choose a Xilin: device

Produck Family: |'-.-'irte::<5 w |

Choose Part: | xcSvlBSFrE76-2 I[-]

Floorplan name: | Fp_vSIxES_FFE-?Eu-E_ﬂ |

< Back [ Mext = l [ Cancel

X1135_c2_04_042809

Figure 3-4: New Project (Product Family and Floorplan)

9. Choose the device:
a. Click the “..." icon to the right of the Choose Part field.
b. Navigate to the LX85 device.
c.  Select the ff676 package
d. Select the -2 speed grade
10. Set the Floorplan name to fp_v5Ix85_ff676-2_1.
11. Click Next.
12. This lab creates the final UCF from scratch. Thus no UCF files need to be imported.
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New Project

Import Constraints

Import physical and Eiming constraints From a UCF File, Yoo can also impart a UCF
file laker with the Inport Constrainks command.,

Conskraints files

Remove Up Davan

[ < Back. ]| Mext = |[ Cancel

X1135_c2_05_042809
Figure 3-5: New Project (Import Constraints)

13. Click Next and Finish.
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14. The PlanAhead project now looks as shown in Figure 3-6.

- Cix|

apertes o8 s
2
4 Properties | 4 Sekction | Methst | @ Coomvans HFaiay @ bevce x
e oF s
e [ Mg DM Par  Lecon  Bak Y0Sd  Oeefwegh S Tpe Bl

[,-_,-!-_:_I__.:—_,;_.__ A e

. File Edt View Tools Window Select Layout Help

B REMOXHPIOIIX NGB RXAXUR QI & X
[@] Project - FloorPlan_SCC | [%1] Floorplan - fp_v51x85_ff676-2_1 (xc5vIk85ff676-2) X
Physical Hierarchy Oog 8 X Metlist Og 8 X
A =E o ([ ;
[ fp_v5Ix85_ff676-2_L 3] SCC_LAB_TOP &
3 ROOT %[5 Nets (275) -
+ Primitives (5)
- [ UL_AESI (aes) 3
H-[i§ U2_AES2Z (aes_r)
# EFJLB_CDI‘QD (compare) __i
I
£
Vi
-
e
6
I._L.:'
2

X1135_c2_06_022310

Figure 3-6: PlanAhead Project View

15. To turn the project into a PR project, select File — Set PR Project. When the Set PR

Project option is selected, it is grayed out to indicate this step has been completed.
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Place 1/0s with the PlanAhead Tool

When placing 1/Os it is imperative to consider the physical location of I/Os in relation to
the logic regions they interface with. For example, the clock input can be placed anywhere
because it does not have to be isolated. Because the led pin is part of the COMPARE logic,
it needs to be physically placed in that region. Similarly, the reset and push_button pins are
owned by the AES logic, so they need to be physically placed inside that region.

To place the PlanAhead tool in Site Constraint Mode:

1. Select the symbol shown in Figure 3-7 that is on the vertical shortcut bar between the
netlist window and the device window.

Netlist O 8 x
= |[E

50 top

F- [ Mets (557)

T Primitives (42}

+ [ U1 _AEST (aes)

+)-[[g UZ_RESZ (225 1)

+-[ig U12_Comp (compare)

£
3 Netlist | £ Constraints [ Packane | G Device

X1135_c2_07_050509

Figure 3-7: Select Site Constraint Mode Symbol
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2. Select Edit — Find (shortcut: Ctrl-F).

@8 Find (%]
Find: |Sites v|
Criteria

|Name v| |matches v| |F14 |

Fewer [ Match Case

[ o] 4 l[ Cancel ]

X1135_c2_08_040710
Figure 3-8: Find

3. Select Sites from the Find pull-down menu.
Select Name and matches from the two pull-down menus under Criteria.
Type F14 in the remaining field box and click OK.

The search results appear on a tab in the Find Results section at the bottom left of the
PlanAhead tool window.
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6. Select the result and press F9 to zoom to the current selection, as shown in Figure 3-9.
Alternatively, select View — Fit Selection from the top menu bar to perform the same
task.

O Flesariflan SCC  [(C:0lins_Desiga®landead\d ose"ian_SCCW bosailan SCC.ppr] - Plankhead 11.4

7O P KSR KA NNARYZ o #
Flaommrpian - fp_wiletS 16 P21 {weSvislSiT6 52}~
Qe # = oot = -

Gieneral | Vutaross

Properties | [ Selecton i vtint | 3 frsirarin B Pt Devien

Pt wueii CEREE

I Mawe  Tips DAk fstances

\
N T T TR I

1 Stes - Wame matches FL{1) =
Corscke | D 15 bt vl esuls

[re——— e

o ey n
X1135_c2_09_031810

Figure 3-9: Find Results
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7. Select Edit —» Find (shortcut: Ctrl-F).

Criteria

X

Mame

L | |matches

v| ||:Ik |

Mare Fewer

10.

11.

[]Match Case

[ o] 4 l[ Cancel ]

X1135_c2_10_040710

Figure 3-10: Find

Select Ports from the Find: pull-down menu.
Select Name and matches from the two pull-down menus under Criteria.

Type clk in the field box, and click OK. The search results appear on a tab in the Find
Results section at the bottom left of the PlanAhead tool window.

Click and drag the result clk to the site identified in step 2 through step 6, as shown in

Figure 3-11.
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8 Floariflan_SCC - [C:0Xilins_Desiga®landhead\d bosel"an_SCCW boealan SCC.ppr]  Plankhead 11.4

"o KAeR wxynm e F
Phowrplan - p_vShetts_[T6T5-2_1 [mn SvbeiSlI6 16-2)* <
OF 8% teie

Giemeral | Confiee

Properties | Sokcten et |3 Corfarns Hruap | Dever
Fid B i B s machae b 11 &
W teme v bewter NegDf Par  Locaron Tons Srweth S Troe  PulTyos
[ B T || =
s - M e WH (1) | [ 10 Porks - hamme muatches "™ (1)
s | Wbt W el Renlts

s Setess i LT

o
X1135_c2_11_031810

Figure 3-11: Drag clk
12. Repeat step 1 to step 10 to place “reset” at D11.
13. Repeat step 1 to step 10 to place “push_button” at D10.
14. Repeat step 1 to step 10 to place “led” at P6.
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Place DCM with the PlanAhead Tool

These steps describe how to place the DCM using the PlanAhead tool:
1. Select Edit - Find (shortcut: Ctrl-F) and select Sites from the Find: pull-down menu.
2. Select Name and matches from the two pull-down menus under Criteria.

@3 Find (%]
Find: ;Sites v ‘
Criteria

‘Name v‘ Imatches v‘ ‘)CM_ADU_XDYEI

et []Match Case

[ oK J[ Cancel ]

X1135_c2_12_040710
Figure 3-12: Find

3. Type DCM_ADV_XO0Y8 in the field box, and click OK.

The search results appear on a tab in the Find Results section at the bottom left of the
PlanAhead tool window.
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4. Select this result and press F9 to zoom to the current selection. The PlanAhead tool

then zooms to the selected location (see Figure 3-13). Alternatively, select View — Fit
Selection from the top menu bar to perform the same task.

0 Flearillan 50C  |C:Wling Deshpa'®lanAhesdV beselfan SCCV losaPlan SEC.ppr] - Plankhead 11.4

Fle £ Vew foh wrdm ot Lees e
P & x M SO pKASR R uNAFI T X
B et Pl 50| Pl - w6 76-2_L {mSin TG -2}

Pyscal shoran

O@ 6 x |Mee

Skw Brcgartar

* + 5
CH_AH_e
DOH_ACH o

T [DoM v

ARG [PLGLTED

Generdl | Insizoss

i Froperties | | Selecten

2 vt oot H Faduge | @ Deven
it St - Bl - Mame acors TM_ADN_JSIOT 1} oF
W e Tree  X0Mw o
NN TEC I I
O Ports - M rakches et (k) 1] St - Mo maiches DG (1) | C U Port - s ot s, ustaes” (1]
Cavsale | D 100 Ports A1 Pl esults

S - N matches (1] £ 140 Forts - e mates el (1) | Sibes - Puame matches "OCM_ADY S0V {1}

[ee— e

smoli W
X1135_c2_13_031810

Figure 3-13: Search Results
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In the Netlist window, expand Primitives, then drag TOP_DCM_ADV to the
DCM_ADV_X0Y8 box as shown in Figure 3-14.

5.

O Floarflan SCC - |C: s DesigaPlinkhesd\ ksalian SCOV kealMan_ SCCppir] - Plankhead 11.4
Flo E3 Vew ok Wrdow Sekct Lavmt ek
HEgHE e H 30 r KSR xR T e X
i Promet - Fhefr 500 [ Fsarplan - i_vSbabS_TBT6-2_1 (s SwbBSIETE-2)" «
O & x |sete

ook
st R -
u
dﬁl
O Ports - M s wpent (1) 1] St - Mo matchs DT (1) LD Pusts - rtoms o St 1) ] S« v smachs P4 (1] | 3 10 P« s o o (£} | 5 e - e matches "DCH_ADY SITH (1) ‘ H ‘
o | T Y borts M1 Faeenits .
ToR DM e Fosemtess Pl A1 | T
X1135_c2_14_031810

Figure 3-14: DCM_ADV_XO0Y8
6. Repeat step 1 through step 5 to place TOP_CLKO_BUFG at BUFGCTRL_X0Y31.

7. Repeat step 1 through step 5 to place the TOP_CLKDEV_BUFG at
BUFGCTRL_X0Y30.
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Setting Up Timing Constraints with the PlanAhead Tool

This section shows that timing constraints can be applied to each module and the top-level
design easily with the PlanAhead tool.

1. Select the Constraints tab in the NETLIST window, and click the Create New
Constraint button located at the top of the Netlist / Constraints window (see
Figure 3-15).

7 Flonrplan_SCC - [£:\%1lins_DesigaWlnAheadV bossplan SCCV berplan SCC.ppr] - Plankhead 11.4

PPARAP P RXTRARP WY

T6-2_1 (RcS5vIxB5I6T6-2)Y =

x Caonskrainks O o & x
Q = =5

=|-Zanskraints (0)
B-Clk period (PERIOD] (0
}-Pad-clk offsek (OFFSET) (0]
}-Path delay (FROM-TO) (00

}-Time graups (0]
}-False path (TG (00
}-QFf chip delay (0}

B g I o e O B

X1135_c2_15_031810

Figure 3-15: Create New Constraint
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(8 New Timing Constraint

Constraink Types

Basic period

2. Add a basic period constraint of 20 ns to the design by entering the value as shown in
Figure 3-16.

entering the value as shown in Figure 3-17.

&8 Timespec period Clack Mets:
& Derived period ERR P
£ Input pad ko clk offset Erad spechication
£ Clk ko oukput pad offse .
G Path delay (FROM-TO) ideh:
st o (1) L e —
£ Multi group (TIMEGRF)
4 Object False path
& Group False path
& Feedback
£ [ [ *
(o] 4 ][ Cancel
X1135_c2_16_040710
Figure 3-16: New Timing Constraint
3. Click OK.

4. Check the Delay Value box and add a Global Input constraint of 6 ns to the design by
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@8 Create New Timing Constraint

Constraint Types Input pad to clk offset
£ Basic period
£ Timespec period Data arrival: Before clock &
&4 Derived period
£. Input pad to clk offset Clock: clk b
£ Clk to output pad offset
& Path delay (FROM-TO) Delay value: E B M
£ Basic group (TNM) :
£ Multi group (TIMEGRP) Pl o s b
£ Obiject false path Req ’
gister group:
4 Group False path l:] E]
£ Feedback Pad selection
(¥) None
() Pad Met: { ‘E]
() Pad group: l ]B

[ OK " Cancel ]

X1135_c2_17_040710

Figure 3-17: New Timing Constraint
5. Click OK.
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6. Check the Delay Value box and add a Global Output constraint of 6 ns to the design by
entering the value as shown in Figure 3-18.

(8 Create New Timing Constraint

Constraint Types Clk ko output pad offset
£ Basic period
£ Timespec period Data arrival: After clock  w
£ Derived period
£ Input pad to clk offset Clock: ck M
#:. Clk ko output pad offset
£ Path delay (FROM-TO) Delay value: (6 |ns b
£ Basic group (THNM) )
£ Multi group (TIMEGRP) [ valid: 0 ms b
£ Obiject false path Redi
gister group:
£ Group False path l:| E]
& Feedback Pad selection
(%) None
() Pad hlet: { ‘ E]
() Pad group: l ]G

[ OK " Cancel ]

X1135_c2_18_040710

Figure 3-18: New Timing Constraint (Delay Value)

7. Click OK.
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Defining RP or ISO Partitions with the PlanAhead Tool

Next each partition must be turned into either a Reconfigurable Partition (RP) or an
Isolated Partition (ISO) as follows:

1. Right-click on U1_AES (aes) in the Netlist tab and select Set Reconfigurable
Partition from the pull-down menu (see Figure 3-19).

T8 Flesrilan_SOC PN D bm ' Lari i W o PRan_SCCW oedMan SCC.ppi| - PMlankhead 11.4

Fla B3 Wew Tk Wrdow ekt Laved Fk

B2 EE e a0 2 50 LS 7 4
B frem - Fhaei 500 (4 Phaorplan - Ip_wShebS_T678-2_i [ux SebeBSIRR-21® -

Fheymcal Fenardry OF 9 Hotint Oo® &

# o Pk
[F T

S B P S PR

P p——— o8 5 »

Pul Mame: L1 _AES1

T Oty

) Properties Sedoxtior 2 Metlint 3 Coreiranis B Pacuge | @ Devicn

Pl P ord g st Flome. M i |
X1135_c2_19_022610

Figure 3-19: Set Reconfigurable Partition

2. Keep the default name at module_1. If there were to be multiple configurations for
this block, then the user would change the field to a more descriptive name for that
specific configuration.

3. Repeat step 1 through step 2 for the U2_AES2 (aes_r) partition.

Repeat step 1 through step 2 for the U3_Comp (compare) partition with the following
exception:

Select Set Partition instead of Set Reconfigurable Partition. The compare block is an
ISO block, not an RP block. This menu option is three lines below the Set
Reconfigurable Partition option.
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Defining Attributes for each RP or ISO Partition with the

PlanAhead Tool

SCC rules have many additional constraint rules as opposed to a traditional Partial
Reconfiguration flow. It is necessary to define several attributes for each partition as

follows:

1. Under the Physical Hierarchy pane, select pblock_U1_AES1.

Under the Pblock Properties window, select the Attributes tab for pblock_U1_AES]1.

2
3. Select the Define New Attribute button (a green + symbol).
4

Select the BOUNDARYCROSS, CONTAINED, and PRIVATE attributes by clicking

each attribute while holding the Ctrl button (see Figure 3-20).

5. Click OK.

(8 Define A h

Search: |

COMPRESSION

EXPAND
GROUP
IMPLEMENT
IMCLUSIVE

RAMNGE_CAPTURE
RAMNGE_DCIRESET
RAMGE_EFUSE_LISR
RAMNGE_FRAME_ECC
RAMGE_ITAGPPC
RAMNGE_KEY_CLEAR
RAMGE_PMY
RAMNGE_STARTUP

RANGE_USR_ACCESS_SITE

84

X1135_c2_20_050709

Figure 3-20: Define Attribute
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6.

In the Pblock Properties window (see Figure 3-21), uncheck BOUNDARYCROSS, set

CONTAINED to ROUTE and set PRIVATE to NONE.

Pblock Properties (m]

o f X
L X .51
|¢| pblock_U1_aES1
| Name Type | VYalue
Moo o | — m
COMNTAINED Enum ROUTE v
PRIVATE Enum NOME v

General | Statistics | Instances  Rectangles | Attributes

[ ls# Apply H |§2 Cancel ]

|3 Properties [} Selection
X1135_c2_21_022610

Figure 3-21: Pblock Properties

7. Click Apply.

8.
9.

Repeat step 1 through step 7 for pblock_U2_AES2.
Repeat step 1 through step 7 for pblock_U3_Comp.
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Set Up the Area Groups for the RP Regions with the PlanAhead
Tool

These steps configure the area groups for the RP regions:

1. Under the Physical Hierarchy pane, select the block pblock_U1_AES1.

2. Right-click on pblock_U1_AES1 and select Set Pblock Size from the pull-down
menu.

3. Draw a rectangle as shown in Figure 3-22 in the upper left-hand corner of the device
window. (It does not have to be 100% accurate — it will be resized shortly.)

RECLVRPEEPPRRTNRELLY

X1135_c2_22_022610

Figure 3-22: Pblock Layout

Note: The PlanAhead tool might resize the rectangles to many different combinations of
smaller rectangles. The user needs only to ensure that there is one CLB of separation between
the Pblocks AES1, AES2, and COMPARE.
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A dialog box (see Figure 3-23) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

{8 Set Pblock %]

Description

Which resources do you wish pblock_IJ1_AES1 to
constrain?

Grids

SLICE

BUFIO

BUFR
DCI
DSP48

IDELAYCTRL

<

ILOGIC
I0B
IODELAY
OLOGIC
PMYERAM

RAMB36

[ oK |[ Cancel ]

X1135_c2_23_022610

Figure 3-23: Set Pblock

Click OK.

In the Choose LOC mode dialog box, select the action Leave all location constraints
in their current position.

Click OK.
Ensure that pblock_U1_AES1 is selected in the Physical Hierarchy pane.
Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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10. Adjust the rectangle graphically as necessary to match the following coordinates:

XLo=0

YLo=1

XHi=63

Y Hi=65
Pblock Properties
¢ % %L

[#) pblock_1J1_AESL

Id % Lo Y Lo

Bl [ o

General | Statistics | Instances | Rectangles | Atkributes

It Selection | Properties

X1135_c2_24_050809

Figure 3-24: Pblock Properties

11. Under the Physical Hierarchy tab, select the block pblock_U1_AES1.
12. Right-click on pblock_U1_AES1 and select Add Pblock Rectangle from the pull-

down menu.
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13. Draw a rectangle in the upper center of the device window. (It does not have to be
100% accurate—it will be resized shortly.)

EULIUPEEFRRTRNRLIT

X1135_c2_25_022610

Figure 3-25: Pblock Layout
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14. A dialog box (see Figure 3-26) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

@8 Add Rectangle @

Description

| Which ranges should be added to pblock_U1_AES1? ‘

Grids

SLICE

DCM_ADY

PLL_ADY

PMYERAM

RAME36

|_ oK J[ Cancel ]

X1135_c2_26_022610

Figure 3-26: Add Rectangle

15. Click OK.
16. Ensure that pblock_U1_AES1 is selected in the Physical Hierarchy pane.
17. Select the Rectangles tab in the Properties tab of the Pblock Properties window.

18. Adjust the rectangle graphically as necessary to match the following coordinates:

XLo=65
YLo=1
X Hi=109
Y Hi=31
68 www.xilinx.com Single Chip Crypto Lab with the Virtex-5 Family

XAPP1135 (v1.1.3) June 19, 2013


http://www.xilinx.com

& XILINX. Set Up the Area Groups for the RP Regions with the PlanAhead Tool

Fblock Properties |
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[#8 phblock_J1_AES1
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|0 I ) Y N
] 1

oa] 31
@ =z 63 65

General | Stakistics | Instances | Rectangles | Attribukes

i Selection &3 Properties

X1135_c2_27_050109

Figure 3-27: Pblock Properties

19. Under the Physical Hierarchy tab, select the block pblock_U1_AES1.

20. Right-click on pblock_U1_AES1 and select Add Pblock Rectangle from the pull-
down menu.
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21. Draw arectangle in the upper right of the device window. (It does not have to be 100%
accurate—it will be resized shortly.)
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Figure 3-28: Pblock Layout
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22. A dialog box (see Figure 3-29) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

(8 Add Rectangle @

Description

| ‘\Which ranges should be added to pblock_U1_AES1? ’

Grids

SLICE
BUFIO

BUFR
DCI

IDELAYCTRL
ILOGIC

I0B
IODELAY
OLOGIC

RAMB36

|_ oK J[ Cancel ]

X1135_c2_29_022610

Figure 3-29: Add Rectangle

23. Click OK.
24. Ensure that pblock_U1_AES1 is selected in the Physical Hierarchy pane.
25. Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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26. Adjust the rectangle graphically as necessary to match the following coordinates:

XLo=112
YLo=1

X Hi =155
Y Hi =53

0
&
o

Pblock Properties O
L 22

(@ pblack_U1_AES1

Id ¥ Lo ¥ Lo ¥ Hi i Hi

B | 2] o] 155 s
= z 65 1109 31
(@ 3 0 1 63 BS

General | Statistics | Instances | Rectangles | Attributes

It Selection |5 Properties

X1135_c2_30_050809

Figure 3-30: Pblock Properties

27. Under the Physical Hierarchy tab, select the block pblock_U2_AES2.
28. Right-click on pblock_U2_AES2 and select Set Pblock Size from the pull-down

menu.
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29. Draw a rectangle in the lower left-hand corner of the device window. (It does not have
to be 100% accurate—it will be resized shortly.)
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Figure 3-31: Pblock Layout
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30. A dialog box (see Figure 3-32) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

C8 Set Pblock %]

Description

Which resources do you wish pblock_IU2_AES2 to
constrain?

Grids

SLICE

BUFIO
BUFR
DCI
DSP48

IDELAYCTRL

<

ILOGIC
I0B
IODELAY
OLOGIC
PMYERAM

RAMB36

[ oK |[ Cancel ]

X1135_c2_32_022610

Figure 3-32: Set Pblock

31. Click OK.
32. Ensure that pblock_U2_AES2 is selected in the Physical Hierarchy pane.
33. Select the Rectangles tab in the Properties tab of the Pblock Properties window.

74

www.xilinx.com Single Chip Crypto Lab with the Virtex-5 Family
XAPP1135 (v1.1.3) June 19, 2013


http://www.xilinx.com

& XILINX. Set Up the Area Groups for the RP Regions with the PlanAhead Tool

34. Adjust the rectangle graphically as necessary to match the following coordinates:

XLo=0

Y Lo =68

XHi=63

Y Hi =131
Pblock Properties O 83 %
o]

[ phlack_Uz_2ESZ2

Id XLlo

Bl

General | Statistics | Instances | Rectangles | Attributes

It Selection [ Properties
X1135_c2_33_050809

Figure 3-33: Pblock Properties

35. Under the Physical Hierarchy tab, select the block pblock_U2_AES2.

36. Right-click on pblock_U2_AES2 and select Add Pblock Rectangle from the pull-
down menu.

37. Draw arectangle in the lower center of the device window. (It does not have to be 100%
accurate—it will be resized shortly.)

X1135_c2_34_022610

Figure 3-34: Pblock Layout
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38. A dialog box (see Figure 3-35) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

@3 Add Rectangle @

Description

‘ Which ranges should be added to pblock_U2_aES2? |

Grids

SLICE

DCM_ADY

PLL_ADY

PMVERAM

RAMB36

[ ok j[ Cancel ]

X1135_c2_35_022610

Figure 3-35: Add Rectangle

39. Click OK.
40. Ensure that pblock_U2_AES2 is selected in the Physical Hierarchy pane.
41. Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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42. Adjust the rectangle graphically as necessary to match the following coordinates:

X Lo =65

Y Lo=101

X Hi =109

Y Hi =131
Phlock Properties
L 4L

[# phlock_LIz_AES2
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It Selection” |} Properties
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Figure 3-36: Pblock Properties

43. Under the Physical Hierarchy tab, select the block pblock_U2_AES2.
44. Right-click on pblock_U2_AES2 and select Add Pblock Rectangle from the pull-

down menu.
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45. Draw arectangle in the lower right of the device window. (It does not have to be 100%
accurate—it will be resized shortly.)

pblock U2 AES2

X1135_c2_37_022610

Figure 3-37: Pblock Layout
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46. A dialog box (see Figure 3-38) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

(8 Add Rectangle @

Description

| ‘\Which ranges should be added to pblack_U2_aAES2? ’

Grids
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BUFIO
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RAMB36

|_ oK J[ Cancel ]

X1135_c2_38_022610

Figure 3-38: Add Rectangle

47. Click OK.
48. Ensure that pblock_U2_AES2 is selected in the Physical Hierarchy pane.
49. Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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50. Adjust the rectangle graphically as necessary to match the following coordinates:

X Lo =112

Y Lo=79

X Hi=155

Y Hi =131
Pblock Properties OO B o=
& %R
[} pblock_Uz_paESZ
_ | | %o | Ylo | ®HrY vHi
[
=2 2 £5 101 e 131
.'—_’ 3 ] 58 63 131

General | Statistics | Instances | Rectangles | Attributes

[ Selection & Properties

X1135_c2_39_050809

Figure 3-39: Pblock Properties

51. Under the Physical Hierarchy tab, select the block pblock_U3_Comp.
52. Right-click on pblock_U3_Comp and select Set Pblock Size from the pull-down

menu.
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53. Draw a rectangle in the center of the device window. (It does not have to be 100%
accurate—it will be resized shortly.)
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Figure 3-40: Pblock Layout
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54.

55.
56.

57.
58.
59.

A dialog box (see Figure 3-41) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

{8 Set Pblock =

Description

‘Which resources do you wish pblock_U3_Comp to
constrain?

Grids
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BUFIO
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Figure 3-41: Set Pblock

Click OK.

In the Choose LOC mode dialog box, select the action Leave all location constraints
in their current position.

Click OK.
Ensure that pblock_U3_Comp is selected in the Physical Hierarchy pane.
Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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60. Adjust the rectangle graphically as necessary to match the following coordinates:

X Lo =67

YLo=34

X Hi=107

Y Hi =98
Pblock Properties O & X
¢ S FR

(@) pblock_U3_Comp
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& Properties [} Selection
X1135_c2_42_022610

Figure 3-42: Pblock Properties

61. Under the Physical Hierarchy tab, select the block pblock_U3_Comp.

62. Right-click on pblock_U3_Comp and select Add Pblock Rectangle from the
pull-down menu.
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63. Draw arectangle in the center right of the device window. (It does not have to be 100%
accurate—it will be resized shortly.)
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Pblock Layout
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64. A dialog box (see Figure 3-44) pops up with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources. All
used components must be included.

Note: Trusted Routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component even though the component is not logically instantiated in
the HDL of that module.

@ Add Rectangle @
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Figure 3-44: Add Rectangle

65. Click OK.
66. Ensure that pblock_U3_Comp is selected in the Physical Hierarchy pane.
67. Select the Rectangles tab in the Properties tab of the Pblock Properties window.
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68. Adjust the rectangle graphically as necessary to match the following coordinates:

X Lo =109
Y Lo =56
X Hi=155
YHi=76
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Figure 3-45: Pblock Properties
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69. The final layout is shown in Figure 3-46. Each block is separated by one CLB to ensure
SCC isolation. A block RAM, DSP, IOB, or any other site type that contains a Global
Switch Matrix (GSM) can be used for this isolation.

oblock W3 Glmp

X1135_c2_46_022610

Figure 3-46: Final Layout

70. Ensure there is one CLB of spacing between each area group.
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Running Design Rule Checks

Given the complexity of the SCC flow, it is highly recommended to run the built-in design
rule checks (DRCs) of the PlanAhead tool. This step can be time saving because it can find
many common mistakes early on in the design process.

1. From the Tools menu, select Run DRC. Alternatively, click the checkmark button on
the top toolbar (see Figure 3-47).

. File Edit View Tools Window Select *Layout Help
B2 BRE A XS @ PpI KNP B R AIRIGIK g

[&] Project - Floorplan_SCC | [#] Floorplan - fp_v5Ix85_ff676-2_1 (xc5vIx85ff676-2) X

Physical Hierarchy O & X Metlist O & X

X1135_c2_57_022610

Figure 3-47: Checkmark Button

2. Due to incompatibilities between Commercial Partial Reconfiguration and SCC
Trusted Routing, several DRC rules need to be disabled:

a. Bus macro between static logic and isolated region (ISNM)
b. PR static logic illegally placed (PRLL)
c. Area group tile alignment (FLBA).
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3. Click OK (see Figure 3-48).
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X1135_c2_58_050109

Figure 3-48: Run DRC Dialog Box

4. A new tab, DRC Results, appears at the bottom with a sub-tab named as specified in
the Run DRC window (results_1 in this case). There should be two violations:

a. PRSC #1: This warning indicates that a configuration has not been defined for the
U1_AES1 module. This warning goes away when at least one implementation has
been completed.

b. PRSC #2: This warning indicates that a configuration has not been defined for the
U2_AES2 module. This warning goes away when at least one implementation has
been completed.

For a complete list of DRCs and their descriptions, consult the PlanAhead User Guide in the
Help pull-down menu.
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Running TimeAhead with the PlanAhead Tool

This section tests the timing constraints that were set up in “Setting Up Timing Constraints
with the PlanAhead Tool,” page 57.

1. Select Tools — Run TimeAhead and click OK (see Figure 3-49).

(8 Run TimeAhead §|

Resuls Mame:  |results_1 |

Delay Options

Interconneck: |Estimated b
Speed Grade: -2 (default)

Report Qpkions

From Pins/Instances:
Through Pins|Instances/Mets:

To PinsjInstances:

Sork Paths By: Slack, w

Transition: Rise/Fall

it 1|

SetupfHaold Made: Setup E¥

Taotal Mumber of Paths: %

Murber of Paths per Endpaint: El

[ ok |’ Cancel ]

X1135_c2_53_050809
Figure 3-49: Run TimeAhead Dialog Box

2. Anew tab, Timing Results, appears at the bottom with a sub-tab named as specified in
the Run TimeAhead window (results_1 in this case). As specified when launched,
TimeAhead reports the 10 paths closest to missing timing.

Design Flow Progress

The DRC and Timing block of the SCC system design flow diagram is complete, as shown
in Figure 3-50.
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Exporting the Design
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System Implementation
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:

DRC and Timing

:

IVT on UCF File

:

Design Implementation

:

IVT on NCD File

X1135_c2_58_040810

Figure 3-50: SCC System Design Flow with DRC and Timing Block Complete

Exporting the Design

At this stage, the design can be exported. The user can export either the combined netlist in
EDIF form, the top-level netlist, or both, if desired. For this lab, only the combined netlist

need be exported for checking by the Isolation Verification Tool.

1. To export the netlist, select File — Export Netlist.

2. Browse tothe . .\Xilinx Design directory and select OK.
3. Keep the default file name fp_v51x85_£f676-2_1.uct
4

To export the constraints file, select File — Export Constraints and browse to the

desired location.
5. Click OK.
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Chapter 4

Running the Isolation Verification Tool
Against the UCF

The Xilinx Isolation Verification Tool (IVT) software verifies that an FPGA design that has
been partitioned into isolated modules meets the stringent standards for a fail-safe design.
IVT is a batch application with a command line and file-based user interface. While there is
a graphical output there is no graphical user interface.

While not required, it is highly recommended that the user run IVT on the UCEFE. This can
catch pin and area group isolation faults early in the design when changes are more easily
integrated. The steps in this chapter guide the reader through the process. After
implementation, the IVT NCD test (required for SCC designs) is run against the routed
design.

Creating the File Used to Run the IVT UCF Test

These steps describe how to create the file used to run the IVT UCF test:

1. Open the directory . .\Xilinx Design\ivt.
2. Notice the files:
¢ ivt.exe —the IVT executable for IVT, version 5.0
¢ IVT _End User_ License_Agreement.pdf —the IVT user license

3. Create a new text file and name the file SCC-LAB_ucf . ivt with the following
contents:

-device xc5v1x85 -package ff676

# Groups Isolation Group Area Group

$ o———————
-group AES pblock_ Ul_AES1

-group AES_r pblock_ U2_AES2

-group COMPARE pblock_U3_Comp

# Pin Isolation Groups
-pig SCC-LAB.pig

# User Constraint File
. .\PlanAhead\Floorplan SCC\fp_v51x85_ff676-2_1.uct

# Output file
-output SCC-LAB_ucf.rpt
4. Notice the instructions placed in the IVT command file:

a. The first line sets the target device and package for IVT to compare against

Single Chip Crypto Lab with the Virtex-5 Family www.xilinx.com 93
XAPP1135 (v1.1.3) June 19, 2013


http://www.xilinx.com

Chapter 4: Running the Isolation Verification Tool Against the UCF & XILINX.

5.

b. Three isolation groups are assigned: AES, AES_r, and COMPARE

Note: These names are arbitrary. If desired they can be named the same to denote RED
and BLACK groups.

c. Three Area groups are assigned: pblock_U1_AES1, pblock_U2_AES2, and
pblock_U3_Comp

Note: These names must match the area groups in the UCF.
d. IVTis pointed to the UCF
e. IVT is told where to place the output file and it's associated name

Save and close the IVT command file.

Creating the Pin Isolation Group File

The pin isolation group (PIG) file is an IVT command file that defines which pins are
associated with what isolation groups. These steps describe the process for creating a PIG

file:
1.
2.

Open the directory .. \Xilinx_Design\ivt.
Create a new text file and name the file SCC-LAB. pig with the following contents:

# Place all Global (top level) signals here (each commented out)
# NET "clk" LOC = Fl1l4;

ISOLATION _GROUP AES BEGIN
NET "reset" LOC = D11;
NET "push_button" LOC = D10;

END ISOLATION_GROUP

ISOLATION_GROUP AES_r BEGIN
# There are no pins in AES_r
END ISOLATION_GROUP

ISOLATION_GROUP COMPARE BEGIN
NET "led" LOC = P6;
END ISOLATION_GROUP

Notice the instructions placed in the IVT PIG file:
a. The clock pin, clk, is commented out because it is not required to be isolated.

b. The three isolation groups that were created in the IVT UCF command file have
their associated pins assigned to them.

The isolation group definitions must match the isolation group definitions from the
IVT command created in “Creating the File Used to Run the IVT UCF Test.”

Hint: The IVT PIG file uses UCF syntax for each pin definition. It is useful to copy the
pins from the UCF and place them in the PIG file for start. From there the user can
either comment out the lines at the top level or add isolation group definitions around
the remaining pins to assign them to their specific isolation group.
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Running the IVT UCF Test

These steps describe how to run the IVT UCEF test:

1.
2.
3.

Open a DOS command prompt (Start - Run — cmd).
Navigate to the . . \Xilinx_ Design\ivt directory.

Run the UCF test by typing the following at the command prompt:

ivt -f SCC-LAB_ucf.ivt
The output for a successful UCF test run will be “SUCCESS!”.

For more detailed messages from IVT, add the -verbose switch to the IVT command

file or at the command line.

Hint: It is useful to add this command line to a file with the name run_ivt_ucf.bat

so that it can be double-clicked from a Windows Explorer window.

Examining the Output from the IVT UCF Test

The output report has five key sections:

1.
2.

Isolation Groups and Area Groups
Pin Isolation Summary

Die Pin Adjacency Violations: 0
Package Pin Adjacency Violations: 0
Bank Isolation Violations: 0

Area Fault Summary
Area Group Faults: 0
Isolation Verification Summary

UCF file contains 0 constraint violations.
Isolation analysis completed.
Elapsed time: 0:00:03
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Chapter 5

Implementing the Design with the
PlanAhead Tool

Generating and Running an Implementation

These steps describe how to generate and run a design implementation:

1. From the tools menu, select Run Implementation.
a. Select Tools — Run Implementation (see Figure 5-1).

Run Name: [impl_l ]
Description ‘ISE Defaults, including packing registers in I0s off ‘
Floorplan: ‘ 2] : 1 (xcf ‘
Part: [ |
Constraints: \ | -
Strategy: |ISE Defaults (ISE 11) ()
Launch Options: [Launch on local host | Ei
Specify Configuration: |U1_AES1=module_1 U2_AES2=module_1 | E]
[ OK ][ Cancel ]

X1135_c4_01_022610

Figure 5-1: Run Implementation

b. Accept the defaults and click OK.

2. A new tab named Design Runs is created and a single entry named “impl_1" is
generated as specified in the Run Implementation window. It immediately starts the
run: NGDBUILD — MAP — Place and Route.

3. The combined and routed design is placed in the following directory:

..\Xilinx Design\PlanAhead\FloorPlan_SCC\FloorPlan_SCC.runs\impl\
floorplans\fp_v51x85_ff676-2_1\impl_1

The file name is impl_1_routed.ncd and its view in FPGA Editor is shown in
Figure 5-2.
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2 Xilinx FPGA Editor - impl_2_routed.ncd
File Edit View Tools Window Help

DeES * |#| mEls|=]w

&

9(=1]e3]
- |[—|H|-+[55 | [=0[4

&/a/&/m]o| <)l

21 Arrayl

BEIES) —

add
atitrib
autoroute
clear
delay
dic
editblock
editmods
find

yellow, | hiite

info
probes
aLtoprobe
route

route -fanout
SWap
unioute
delete:

grid X237¥121)
conp "led"., site "P6".
grid X237¥121)

<PAD>; Bonded: bel <U3_Comp-led. PAD>.
=ite "R7", bonded type = IOBS. pad name

bonded type = IOB,

pad name = IOB_X2¥121, pin name = P6 (RPM

I0B_X2Y¥120, pin name = R? (RPM grid X237¥120)

%cSvix85-2ff676 Mo Logic Changes

For Help, press F1

X1135_c4_02_022610

Figure 5-2: FPGA Editor View
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Verifying the Design with the NCD
Isolation Verification Tool

Creating the File Used to Run the IVT NCD Test

These steps describe how to create the file used to run the IVT NCD test:
1. Open the directory
\Xilinx_ Design\ivt\.
2. Create a new text file in the \Xi1linx_Design\ivt\ directory:
SCC-LAB_ncd.ivt
3. Open text file SCC-LAB_ncd. ivt in a text editor.
Add the following to the SCC-LAB_ncd. ivt text test file.

# comment the next line for reduced detail in the report file.

-verbose

# Groups Isolation Group Instance Name in Final NCD
# __________________________________________________
-group AES Ul_AES1

-group AES r U2_AES2

-group COMPARE U3_Comp

# Combined design
. .\PlanAhead\FloorPlan_ SCC\FloorPlan_SCC.runs\impl\floorplans\
fp_v51x85_ff676-2_1\impl_1\impl_1_routed.ncd

# Output Report File

-output SCC-LAB_ncd.rpt

The NCD IVT command file sets the following options:

¢ Enables the verbose IVT switch

¢ Assigns three area groups to the three NCD files making up the project
¢ Points the IVT tool to the combined NCD file

¢ Tells IVT what to name the output report file and where to put the file

Note: The Isolation Group names are arbitrary but the instance name must match the actual
design.
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Running the IVT NCD Test

These steps describe how to run the IVT NCD test:

1.
2.
3.

Open a command prompt (Start - Run — cmd).

Navigate to the \Xilinx_Design\ivt\ directory.

To run the IVT NCD test, type the following at the command prompt:
ivt -f SCC-LAB_ncd.ivt

The output for a successful NCD test run will be “SUCCESS!”.

Examining the Output from the IVT NCD Test

These steps describe how to read the output file from the IVT NCD test:

1.

Open the IVT NCD test output file:
\Xilinx Design\ivt\SCC-LAB_ncd.rpt
All the groups are listed in the input designs section:

Input Designs

Group AES module: Ul_AES1
Group AES_r module: U2_AES2
Group COMPARE module: U3_Comp

Ensure that Clocks and Resets are listed in the unidentified shared networks section.
For SCC Trusted Routing designs, signals shared between isolated regions are
expected and intended and will show up here. An example of global signals are the
following Global Clock signals, which are expected to be shared outside of an isolated
region:

Unidentified Shared Networks

The networks below are found in multiple isolation groups, therefore it
is incumbent upon the user to prove these signals do not violate data
isolation requirements. Only power, ground, bus macros, global resets
or explicitly permitted control signals may be shared.

clk_ibufg
clk0_buf
clkdev_buf

Ensure all remaining Clocks are listed in the Networks Driven by Global Clock Sources
section:

Networks Driven by Global Clock Sources (BUFG, DCM, PLL, and PMCD)

clk_fb_1i

clk_1

Notice that in the Identified Networks section, Shared Networks Attached to Bus
Macros are listed. All networks passing through Bus macros are considered safe by
IVT and are listed in this section.

The next section in the report contains Shared Networks Without General Routing
(Including Clock Networks) information. As stated in the report file each of the
following networks is either internal to a logic block (such as a CLB or an IOB) or is
part of a global clock network, therefore they do not need to be considered for isolation
analysis.
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6. Ensure that only bus macros are listed in the Bus Macro Usage Summary.

7. Pay special attention to the Package Pins, I/O Buffers, and I/O Banks because the note
states the user must verify that pins connected to ignored networks are correct.

Package Pins, I/O Buffers, and 1/O Banks

Note: Itis incumbent on the user to verify that pins connected to ignored networks are correct.
For example, pins must not be directly connected to bus macros, but pins can be connected to
clocks, power, and global resets.

Pin(col, row) Bank I/0 Buffer Isolation Group Network

D10( 16, 22) 16 IOB_X2Y198 AES Ul_AES1/push_button_IBUF
D11( 15, 22) 16 TIOB_X2Y199 AES Ul_AESl/reset_out

P6( 20, 12) 12 IOB_X2Y121 COMPARE U3_Comp/led_OBUF

Fl4( 12, 20) 3 IOB_X1Y179 ignored clk

The following output in the NCD report indicates that there are no faults in the NCD
and lists the time it took to run the test:

Pin Isolation Summary
Die Pin Adjacency Violations: 0
Package Pin Adjacency Violations: 0
Bank Isolation Violations: 0
Network Isolation Summary
Net Isolation Faults Found: 0
Net Isolation Faults Reported: 0
Routes Examined: 389030
Isolation Verification Summary
Design contains 0 constraint violations.

Isolation analysis completed.

Elapsed time: 0:03:35

Design Flow Progress

The Single Chip Crypto lab is complete with the IVT on NCD File block of the flow
diagram, as shown in Figure 6-1.
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Figure 6-1:

Module Synthesis
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:
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Design Implementation

:

IVT on NCD File

X1135_c6_01_040810

SCC System Design Flow with IVT on NCD File Block Complete
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