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Preface

About This Guide

This lab covers the creation and implementation of a single chip crypto (SCC) system,
utilizing an isolated, redundant Advanced Encryption Standard (AES) module. Complete
step-by-step instructions are given for the entire process.

Guide Contents

This manual contains the following chapters:

¢ Chapter 1, Single Chip Crypto Design Overview, describes the SCC design and the
goals of the lab.

e Chapter 2, Synthesizing Modules for the Isolation Design Flow, describes the steps in
the bottom-up synthesis flow.

* Chapter 3, Floorplanning the System, gives step-by-step instructions for
implementing the SCC design.

¢ Chapter 4, Running the Isolation Verification Tool Against the UCF, covers running
the Isolation Verification Tool (IVT) against the pre-placed-and-routed design.

e Chapter 5, Implementing the Design with the PlanAhead Tool, details placing and
routing the SCC design.

¢ Chapter 6, Verifying the Design with the NCD Isolation Verification Tool, describes
running the verification tool on the placed-and-routed design.

* Appendix A, Tactical Patch Needed for ISE Tools 12.3 and 12.4, describes the tactical
patches needed for ISE tools 12.3 and 12.4 for the Windows PC and Linux server.

Additional Resources

To find additional documentation, see the Xilinx website at:

http:/ /www.xilinx.com/support/documentation/index.htm.

To search the Answer Database of silicon, software, and IP questions and answers, or to
create a technical support WebCase, see the Xilinx website at:

http:/ /www.xilinx.com/support/ mysupport.htm.
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Conventions

This document uses the following conventions. An example illustrates each convention.

Typographical

The following typographical conventions are used in this document:

displays

Convention Meaning or Use Example
Messages, prompts, and
Courier font program files that the system speed grade: - 100

Courier bold

Literal commands that you enter
in a syntactical statement

ngdbuild design_name

Helvetica bold

Commands that you select from
a menu

File - Open

Keyboard shortcuts

Ctrl+C

Italic font

Variables in a syntax statement
for which you must supply
values

ngdbuild design_name

References to other manuals

See the Command Line Tools User
Guide for more information.

Emphasis in text

If a wire is drawn so that it
overlaps the pin of a symbol, the
two nets are not connected.

Online Document

The following conventions are used in this document:

in the current document

Convention Meaning or Use Example
See the section “Additional
Cross-reference link toalocation | Resources” for details.
Blue text

Refer to “Title Formats” in
Chapter 1 for details.

Blue, underlined text

Hyperlink to a website (URL)

Go to http:/ /www.xilinx.com
for the latest speed files.
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Chapter 1

Single Chip Crypto Design Overview

This chapter describes how a Single Chip Crypto (SCC) system can be created using a
Spartan®-6 FPGA, and the Xilinx® ISE® Design Suite 12.4 and PlanAhead™ 12.4
development tools.

The isolation design flow (IDF) allows for applications that include redundant type 1
encryptors, resident red and black data, and functionality that operates on multiple levels
of security within the same Xilinx FPGA.

At the core of the IDF is physical and electrical isolation (ISO) of chosen logic from other
areas of the design. This is accomplished via:

¢ Conventional, best practices, modular Xilinx design entry where each function
isolated by the user must be at its own level of hierarchy

e Modular synthesis of each isolated region of the design

* (Mandatory) Manual floorplanning to isolate the desired regions of the design on the
FPGA while providing user-specified intra-region communication through the use of
trusted routing

e Automated verification of isolation via the Xilinx Isolation Verification Tool (IVT)
software

Lab Design Overview

The SCC rules for the Spartan-6 FPGA are outlined in XAPP1145, Developing Fail-Safe
Designs in the Spartan-6 Family Using the Isolation Design Flow. This application note gives
details on how functions are to be isolated, specific differences between a normal partition
flow and an SCC partition flow, information on SCC-specific HDL code mnemonics, and
trusted routing rules.

To illustrate the IDF and capabilities, this design implements isolated, redundant AES
modules. Figure 1-1 is a hierarchical diagram of the various VHDL sub-blocks used in the
implementation of the design. Type 1 Spartan-6 FPGA crypto applications require defense-
grade (XQ) devices for mask control. The design example used in this application note was
created using a non-defense-grade Spartan-6 XC6SLX150T-3FGG676 device.

Note: This lab requires the ISE software, version 12.2 or later.

Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com 7
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Figure 1-1:

Figure 1-2 shows the IDF used for the SCC lab.

Figure 1-2:
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Figure 1-3 shows the partitioning and I/O mapping for an XC6SLX150T-3FGG676 device.

reset X

push_button X

AES

COMPARE

led [

AES_R

ck [

X1104_c1_03_110210

Figure 1-3: Die View: Partition and I/0 Map of XC6SLX150T-3FGG676

Figure 1-4 is a view of the completed SCC reference design displayed in the Xilinx FPGA
Editor tool. The design incorporates two AES algorithm blocks: aes and aes_r. Both of
the AES blocks are driven by the same input data and key. In Figure 1-4, the two AES
blocks are the angle-shaped regions. Both of the AES blocks are tied to the compare block,
which compares the outputs of the AES blocks. If the outputs of the AES blocks do not
match, the compare block sends an alert to the user indicated by an LED. Both AES blocks
have an input that allows the user to inject an error. However, only the aes block has the
error injection input tied to an external pushbutton.

Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com 9
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€1 Xilinx FPGA Editor - C:\Xilinx_Design¥PlanAheadiFloorPlan_SCCAFloorPlan SCC.runskimpl 13CC_LAB_TOP_routed. nc... E@
@ Fle Edt Wiew Tools ‘Window Help -9 x
D|=E&S &[w || mEERE R @®| @[] L] - [ ]H4[E8E 20fE X alw]
exit
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attrib
autaroute
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delay
drc
edithlock.
editrode
find
vellow | hilite
fa |
infa
probes
autoprobe
raute
route -fanout
Fap

urroute

delete

X315¥379) ”
comp "SPe_INS BUFIOZFE_DCHM_MI_BUFICZFE 1". =ite "BUFIOZFE_X3Y10", twps = BOFIOZFE (RPM grid
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X1104_c1_04_062411

Figure 1-4: FPGA Editor View: Implementation of the SCC Design
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Reference Design Files

Reference Design Checklist

The design files for this application note can be downloaded from:

https:/ /secure.xilinx.com /webreg / clickthrough.do?cid=343344

The design checklist in Table 1-1 includes simulation, implementation, and hardware
details for the reference design.

Table 1-1: Design Checklist

Parameter Description
General
Developer Name Xilinx
Target devices Spartan-6 SLX150T FPGA
Source code provided Y
Source code format VHDL

Design uses code/IP from existing Xilinx application note/ | N
reference designs, CORE Generator™ software, or third

party
Simulation
Functional simulation performed Y
Timing simulation performed Y
Testbench used for functional and timing simulations Y
Testbench format VHDL
Simulator software/version used ISE design suite 12.4
SPICE/IBIS simulations N
Implementation
Synthesis software tools/version used XST
Implementation software tools/versions used ISE design suite 12.4
Static timing analysis performed Y

Hardware Verification

Hardware verified N
Hardware platform used for verification N/A
Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com 11

XAPP1104 (v1.0.1) June 19, 2013


http://www.xilinx.com
https://secure.xilinx.com/webreg/clickthrough.do?cid=343344

Chapter 1: Single Chip Crypto Design Overview & XILINX.

Installing Reference Design Files into Target Directories

These steps describe the process for installing the reference design files:

Note: It is best if the design files are unzipped onto a directory without any spaces in the path.

1.
2.
3.

Copy XAPP1104. zip to the Windows desktop.
Double-click XAPP1104 . zip and unzip the contents to the desired location.
The project files are placed in these directories:

\Xilinx_Design\buildscripts
\Xilinx_Design\ivt
\Xilinx_Design\planahead
\Xilinx_Design\results\
\Xilinx_Design\simulation\
\Xilinx_Design\source\
\Xilinx_Design\synthesis\

The readme. txt file describes how to use the files that come with XAPP1104.zip
and the process for using the build scripts.

12
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Chapter 2

Synthesizing Modules for the
Isolation Design Flow

This chapter describes the steps that take the user through a bottom-up synthesis flow,
which is the flow used for SCC designs to maintain isolation. The top module
(scc_LAB_TOP) is synthesized first, followed by each of the lower-level modules (aes,
aes_r, and compare) creating four separate ISE® tools HDL projects.

Synthesize the scc_raB_ToP Module

These steps describe how to synthesize the SCC_LAB_TOP module:

1. Start the ISE design suite 12.4:

Start —» All Programs — Xilinx ISE Design Suite 12.4 — ISE Design Tools —
Project Navigator

2. Create a new ISE design suite 12.4 project:
File - New Project

3. Set the project location to . .\Xilinx Design\synthesis.
. Set the project name to SCC_LAB_TOP.
5. Click Next (see Figure 2-1).

Note: All requisite files were copied to a user-defined location by the instructions in Installing
Reference Design Files into Target Directories, page 12.

Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com 13
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Z8 New Project Wizard

Create New Project
Specify project lacation and tvpe.

Enter a name, locations, and comment for the project

Flame: |5CC_LAB_TOP

Location: | Ciiline:_Desigmisynthesis\SCC_LaB_TOP

L

‘Warking Directary: | Cihilin:_Designisynthesis\SCC_LAB_TOP

-]

Description:

Select the type of top-level source For the project

Top-evel source tvpe:

HOL

’ Mek = H Cancel

X1104_c2_01_102510

Figure 2-1: New Project Wizard (Create New Project)
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Synthesize the scc_raB_Top Module

6. Make the following selections for the target device (see Figure 2-2):

e Family: Spartan6

* Device: XC6SLX150T
* Package: FGG676

e Speed: -3

¢ DPreferred Language: VHDL

E8 New Project Wizard

Project Settings
Specify device and project properties,

Select the device and design Fow For the project

Property Mame Value

Product Category all w
Family Spartant w
Device b
Package FEEETE w
Speed -3 w
Top-Level Source Type HOL

Synthesis Tool #ST (WHDLverilog) w
Simulator ISim {YHDLWerilog) w
Preferred Language YHDL w
Property Specification in Project File Store all values ¥
Manual Compile Order |

WHOL Source Analysis Standard |UHDL—93 w
Enable Message Filkering |

[ < Back H Mesk = H Cancel

X1104_c2_02_102510

Figure 2-2: New Project Wizard (Project Settings)

7. Click Next.

Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com
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8. Click Finish (see Figure 2-3).

25 New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

E

Froject:
Project MName: 3CC_LAE_TOP

Descriprion:
Top Lewvel Source Type: HDL

Device:
Device Famwily: Spartant
Device: xceslxli0t
Package: fogge7 e
Speed: -3

3ynthesis Tool: Z3IT (VHDL/Verilog)
Simulator: IZim (VHDL/Verilog)
Preferred Language: VHDL

Manual Compile Order: false
VHDL Source Analysis 3tandard: VHDL-93

Message Filtering: disabled

Project Path: C:4Hilinx Designhsynthesisi3CC_LAE TOP
Working Directory: C:yXilinx Design'synthesiz\SCC_LAE_TOP

Property Specification in Project File: Store all wvalues

[ < Back H Firish ][ Cancel

X1104_c2_03_102510

Figure 2-3: New Project Wizard (Project Summary)
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9. Add source files to the project. There are two ways of doing this:
a. Select Project —» Add Source.

b. Click the Add Source button on the left side of the Design window in the Project
Navigator of the ISE tool (see Figure 2-4).

= ISE Project Navigator (M. 81 d) - C:\Xilinx_Design\synthesis\SCC_LAB_TOPASCC_LAB_TOP.xise - [ISE Design Suite InfoCenter]

E File Edit Wiew Project  Source Process  Tools  Mindow  Lavoub  Help
1 : - | N F 2 Bl — 4 4 = 4
A HDP = |idh DD X|E) G| Y, ;‘_’C'F_('.-"@|£||:'-_':]_.J:::}'k?:l*k.fLQ
Design «+0O& Xi O
[ | view: @ f8k mplementation O simulation 5] m o
Hierarchy - | . —
| - ] scctas top R
L =g £ wehshe150t-3fgge76 = |l ISE Design Suite 12 Release Overview
ﬁ’-"ﬁ E Unassigned User Library Modules ~
& Empty View Sl ISE Design Suite Highlights:
The view currently contains no files, You can add files to the + Xilinx® |SE® Design Suite 12 enables dynamic power reduction using patent
7 project using the toolbar at left, commands from the Project 5 Dac tion flow for timi dictabil
.,f meny, and by using the Design, Files, and Libraries panels, esign preservation flow for iming predictability.
* AXl-4 compliant IP supports a streamlined “plug-and-play” FPGA design flow.
M Use: * |ntuitive 4th generation partial reconfiguration design flow for Vinex®-6 enable
T — ¥ S]!rstem ngeratqr suppo.rtforWindowslB XP an.d VISTAS 64-hit. .
>
A R S A T TR High density design provides 2X faster synthesis and 1.3X faster implementa
# Add Copy of Source: To copy an existing file to the
project directory and add it ko the project.
IP Updates: Click here for the IP Release Motes library updates and new products
et
Resources
| B2 NoProcesses Running
'?i: Mo single design module is selected, * What's Mew in Xilinx ISE Design Suite
Iirt &}--ﬁ‘ Design Ltilities * Xilinx ISE Design Suite 12 Installation, Licensing, and Release Motes
> Known issues in the Xilinx ISE Design Suite 12 Release
%
X1104_c2_04_062411
Figure 2-4: Project Navigator Window (Add Existing Sources)
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10. Navigate to the . . \Xilinx_Design\source\design directory, and add the
top_package.vhd and SCC_LAB_TOP . vhd files to the project by selecting a box
with the mouse such that both filenames are selected, and then click Open. Click OK
(see Figure 2-5).

= Adding Source Files...

The Following allows wou ko see the status of the source files being added to the project, and
allowss wou bo specify the Design Yiew associakion For sources which are successfully added to

khe projeck,

File Mame Associakion Library
1 ()i5CC_LAB_TOPvhd Al v |wark v
2 @ top_package.vhd | All w ok b

adding files ko project: [BRERERRRREREREE R RE R ]2 af 2 files (0 errors)

Ik l ’ Cancel ] ’ Help

X1104_c2_05_102510

Figure 2-5: Adding Source Files
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The ISE Project Navigator window should look like Figure 2-6.

Note: The question marks (?) by all blocks that are not coded at the top level are expected because
only the top level is being synthesized at this time. All other blocks are out of context and are treated
as black boxes.

2 IsE Project Navigator (M. 81d) - C:\Xilinx_Designisynthesis\SCC_LAB_TOPASCC_LAB_TOP.xise - [Design Summary]
i Fle  Edit  Yiew Project  Source  Process Tools _Window Layout  Help i ) i
N2HF | | s DDX[wa| 2 A28 R[N BENS|LFRIPEL:Q
Diesign o008 x|, | = Design Overview
- % - = - L] [E summary
[ |View: © {8 tmplementation O 5 sinulation Fe) [ 108 Properties Project File: SCC_LAB_TOP.xise
2] | Herarchy | I\"!ot?lule Level U.tilization Module Name: SCC_LAB_TOR
Eﬂ & 5CC_LAB_TOP @ 3 Timing Constrainks
= o “tbebc150E-3Fa0676 5 3 Pinut Report Target Device: xCBslx150E-3Fgga7e
£ - [a % igral (5CC_LAB_TOP.vhd) ¢ [] Clock Repart Product Yersion: ISE 12,4
- UL_AES1 - aes () - C St Ti.ming Design Goal: Balanced
_3%,' Uz_AESZ - aes_r () [=- Errors and Warnings
z US:CDmp % com_pare 0 48 [E] Parser Messages Design Strategy: silirs Default (unlocked)
£ " O Synthes.is Messages EnchORTEnE:
2 [ Translation Messages
[ Map Messages
m [ Place and Route Messages
[ Timing Messages
] Bitgen Messages Report Name Status
@ All Implementation Messages Synthesis Report
(= Detalled Reports
[ Synthesis Report Translation Report
[ Translation Report Map Repart
[] Map Report
[ Place and Raute Repart Flace and Route Report
B | B NoFrocesses Runing 3 Post-PAR Skatic Timing Report Power Report
[ Power Repart Past-PAR. Static Tirir
E 7 - : : g Report
ﬂ: Mo single design module is selected, 3 Bitgen Report -
=G % Design Utilties Secondary Reparts Bitgen Repart
A
Design Propetties
m [[] Enable Message Filtering Report Name Status
Cptional Design Summary Contents
[] Show Clack Repart
- [[] Show Failing Constraints
[ Show Warnings
[] Show Errars
E Stark | E[§ Design |IIJIJ_"| Files E Libraries | E 15E E)‘;es.ian Suite InfoCenter = Deesign Sur
X1104_c2_06_062411
Figure 2-6: Project Navigator Window
11. Apply attributes to control I/O insertion:
To include I/O within isolated areas, the I/O buffers must be included at lower levels
of the design’s hierarchy. This is counter to the normal Xilinx flow that has all device
I/0 at the top level. To fulfill the needs of the IDF, these two steps must be taken:
a. Force instantiation of I/O buffers at lower levels
b. Avoid creation of I/O buffers at the top level
Both are accomplished by attaching the buffer_type attribute to the signals in the lower
level modules. One exception to this rule is that clock networks are not required to be
isolated. As such, this attribute should not be applied to the CLK pin of the top-level
code.
For this design, open the SCC_LAB_TOP . vhd file and locate the buffer_type attributes:
attribute buffer_type: string;
attribute buffer_type of push_button : signal is "none"; -- Pin in AES1l
Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com 19
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attribute buffer_type of reset : signal is "none"; -- Pin inside AES1
--attribute buffer_ type of clk : signal is "none"; -- Top Level Pin
attribute buffer_type of led : signal is "none"; -- Pin in Compare

All three signals go off-chip, and must therefore have the buffer_type attribute
assigned to direct the Xilinx Synthesis Tool (XST) to disable I/O insertion on these
ports. The buffer_type attribute is also needed to guarantee that I/Os are included in
the lower level modules, and therefore are part of the isolated regions. In
SCC_LAB_TOP.vhd, clk is driven to all modules, so no attribute is added and it is
therefore commented out. Simple rules for applying the buffer_type attribute are:

® Clock networks are not required to be isolated, and thus do not need this
attribute.

e Signals that are present within a single isolated region and get routed off-chip do
not get the attribute. (During synthesis, this appears to XST to be a top-level
design, and creating top-level I/O buffers is normal operation for XST.)

¢ Signals on the region’s top level that connect to other regions or to the upper level
of the design (and are thus not routed off-chip) are assigned the attribute. The
designer must manually make this assignment at the top level of the given design
region’s source code.

Refer to XAPP1145, Developing Fail-Safe Designs in the Spartan-6 Family Using the
Isolation Design Flow, for more details on IDF off-chip communication concepts.
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12. Select SCC_LAB_TOP - Behavioral in the Design Hierarchy window, right-click the
Synthesize-XST icon in the Processes window, and select Process Properties (see
Figure 2-7).

®. Process Properties - Synthesis Options.

Category Switch Name Property Mame Yalue
- Synthesis Options -opk_mode Optimization Goal Area w
- HOL Options
. wiliny Specific Optians -opt_level Optimization Effort High w
-pNer Power Reduction
-iue Use Synthesis Constraints File
U Synthesis Constraints File Q
-keep_hierarchy keep Hierarchy ] w
-neklist_hierarchy Metlist Hierarchy A= Opkimized L
-glab_opt Global Optimization Goal AllClockhets A
-rhhview Generate RTL Schematic s v
-read_cores Read Cores
-5d Cores Search Directories B
-Arite_timing_constraints  Write Timing Conskraints |:|
-cross_clock_analysis Cross Clock Analysis [F]
-hierarchy_separatar Hierarchy Separator i w
-bus_delimiter Bus Delimiter £ L
-glice_utilization_ratio LUT-FF Pairs tilization F.atio 100 =
-bram_utilization_ratio BRAM Ukilization Patio 100 &
-dsp_ukilization_ratio D3P Ukilizakion Ratio 100 &
-Case Case Mainkain b
Work Direckory Cifilim_Design/synthesisfSCC_LAB_TOP xst E]
st -xsthdpini HOL INI File [
-lso Library Search Order [:]
-wlgincdi werilog Include Directories B
-generics Generics, Parameters
-define verilog Macros
Dkher ¥5T Command Line Options
Property display level: Display switch names
[ Qi ] [ Zancel ] [ Apply ] [ Help ]
X1104_c2_07_102510
Figure 2-7: Process Properties (Synthesis Options)

13. Set the Property display level to Advanced, set Optimization Goal to Area, set
Optimization Effort to High, and click OK. Keep Hierarchy does not have to be set on
this module for this flow.

14. To run XST synthesis, either right-click the Synthesize-XST icon in the Processes
window and click Run, or double-click Synthesize-XST. After synthesis is complete,
close the SCC_LAB_TOP project.
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Synthesize the aes Module

These steps describe how to synthesize the aes module:
1. Start the ISE design suite 12.4:

Start > All Programs — Xilinx ISE Design Suite 12.4 — ISE Design Tools —
Project Navigator

2. Create a new ISE design suite 12.4 project:
File —» New Project

3. Set the project location to \Xilinx Design\synthesis.
Set the Project Name to aes.

5. Click Next (see Figure 2-8).

Z5 New Project Wizard

x)

Create New Project
Specify project location and bype,

Enter a name, locations, and comment: For the project

Marmne: |aes| |
Location: |C:'|,><iIinx_Design'l,synthesis'l,aes | E]
working Directory: |C:'l.><iIinx_Design'l,synthesis'l,aes | E]
Descripkion:

Select the type of top-level source For the project

Top-level source bype;

HEL 4

[ Mext = ][ Cancel

X1104_c2_08_102510

Figure 2-8: New Project Wizard (Create New Project)
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6. Make the following selections for the target device (see Figure 2-9):

Family: Spartan6

Device: XC6SLX150T

Package: FGG676
Speed: -3

Preferred Language: VHDL

= New Project Wizard :

P

roject Settings

Specify device and project properties,

Select the device and design Flow For the project

Property Mame
Product Category
Farnily

Device

Package

apeed

Top-Level Source Tvpe

Synthesis Tool

Simulator

Preferred Language

Property Specification in Project File
Manual Compile COrder

YHDL Source Analysis Standard

Enable Message Filkering

Yalue

all

Spartant

WCESLK1S0T

FGGETE

=3

L% €|€]<

HDL

%ST (YHOL verilag)

15im (wHDL verilog)

WHDL

Store all values

£ 4] £[ £

0

YHDL-33

4|

[ < Back ]L Mext = J[ Cancel

X1104_c2_09_102510

Figure 2-9: New Project Wizard (Device Properties)

7. Click Next.
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8. Click Finish in the Project Summary window (see Figure 2-10).

ZE New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

x)

Project:
Project Name: aes
Project Path: C:WwXilinx Designh\synthesishaes
Working Directory: C:4Xilinx Design)synthesis)aes
Description:
Top Lewel Source Type: HDL

Device:
Device Family: Spartane
Device: ®o631x150t
Package: fogge7 6
Speed: -3

Fynthesis Tool: XIT (VHDL/Verilog)

Fimulator: I3im (VHDL/Veriloo)

Preferred Language: VHDL

Property Specification in Project File: Store all walues
Manual Compile Order: false

VHDL Source Analysis Standard: VHDL-93

Meszage Filtering: disabled

[ < Back ][ Finish

|| cancel

Figure 2-10: New Project Wizard (Project Summary)

X1104_c2_10_102510
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9. Add source files to the project by selecting Project — Add Source. Navigate to the

source\design directory, and add the aes.vhd, aes_package.vhd, and
key_expander . vhd files to the project. This is done by holding down the Ctrl key on

the keyboard and left-clicking each of the filenames once such that all filenames are

selected, then clicking Open. Click OK (see Figure 2-11).

= Adding Source Files...

The Following allows wou ko see the status of the source files being added to the project, and
allowss wou bo specify the Design Yiew associakion For sources which are successfully added to

the project.

File Mame Associakion Library
1 () aes.vhd 4l work v
2 @ aes_package.vhd | All work b
3 @ key_expandervhd |4l wrk, b

adding files ko project: [BRERERRRREREREE R RE R ]3 af 3 files (0 errors)

Ik

| [ coned |

Help

Figure 2-11:

Adding Source Files

X1104_c2_11_102510
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The ISE Project Navigator Window should look as shown in Figure 2-12.

Note: All blocks are defined. There should be no question marks (?) by any module. All
modules at this level and below are in context.

= ISE Project Navigator (M.81d) - C:\Xilinx_Design\synthesis\aes\aes.xise - [Design Summary]
pind Source  Process.  Tools WY L E Help
: . % ~ [ K 2 = 5 - 1 = = T
DAEP L XDDX (0| »AL,RRARABENLRIPELQ
Design 08 x| . | = Design Overview |
T . . = gl '8 i @ Summary
[ | e ® @]Implementatlon o @Slmulatlon @ i [] 10B Properties Project File: aes. ise
(El Hierarchy i ] Module Level Utilization Module Name: a5
- . aes @ : [ Timing Constrainks -
% E| S v 5 j Piriaut Report Target Device: wchsh1500-3Fgge76
Ee = [ralefhs @es - Behavioral (aes.vhd) ¢ i i [ Clock Report Product ¥Yersion: ISE 12.4
= 4 expand_key - key_expander - expansion (key_expan. .. | : Q Static Ti.ming Design Goal: P —
égj [=)- Errars and Warnings
;E b @ Parser Messages Design Strategy: silinz: Default funlocked)
e j Synkhesis Messages z
E ]
5 m £ j Translation Messages LAl
== ~ [ Map Messages
m - j Place and Route Messages =
- [ Timing Messages €
o3 j Bitgen Messages Report Name Status Ge
I @ All Implernentation Messages Synthesis Report
(= Detailed Reports
L W Synthesis Repart Translation Report
- [ Translation Report Map Report
-+ [ Map Report
[0 Place and Route Repart Place and Route Report
> | c} Mo Processes Running i3 j Posk-PAR, Static Timing Repaork Power Report
~ [ Pover Report Past-PAR Skatic Timin
g Report
‘?{: Mo single design module is selected. § - j Bitgen Report -
Ert ﬁ! Design Utilities “ Secondary Reports Eitgen Report
2
=
—_ Design Properties Seca
1] Enable Message Filtering Report Name Status
O_ptional Design Summary Contents
] Shaw Clack Report
- [[] Shaw Failing Canstraints Datel
- [] Shaw Warnings
- [] show Errars
|:E Start | BT Design |mi'1 Files ”E Libraties | = Diesign Summary W
X1104_c2_12_062411
Figure 2-12: Project Navigator Window
10. Apply attributes to control I/O insertion:
As in Synthesize the SCC_LAB_TOP Module, page 13, insertion of 1/O buffers at this
level of hierarchy must be prevented for the top-level signals (such as CLK) within the
aes block that connect to the upper level of the design. Also, insertion of an I/ O buffer
on a port (such as DONE) that is a direct connection to a port of another instance must
be prevented because no I/O bulffer is needed if not going off-chip.
Open the aes. vhd file and locate the section containing the buffer_type attributes:
attribute buffer_type: string;
attribute buffer_type of clk : signal is "none"; -- Top level PIN
--attribute buffer_type of reset : signal is "none"; -- Hooked up to IBUF
--attribute buffer_type of push_button : signal is "none"; -- Hooked up to IBUF
attribute buffer_type of start : signal is "none"; -- Port
attribute buffer_type of mode : signal is "none"; -- Port
attribute buffer_type of load : signal is "none"; -- Port
attribute buffer_type of key : signal is "none"; -- Port
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attribute buffer_type of data_in : signal is "none"; -- Port
attribute buffer_type of reset_out : signal is "none"; -- Port
attribute buffer_ type of data_out : signal is "none"; -- Port
attribute buffer_type of done : signal is "none"; -- Port

Note: The reset and push_button signals do not have an attribute associated with them and are
therefore commented out. They are a connection between the off-chip world and the aes module
only, i.e., they are “owned” by aes and therefore require an /O to be inferred within the aes
module rather than within scc_LaB_TOP The clk I/O was inferred when SCC_LAB_TOP was
synthesized. The other signals cross the isolation barrier but remain internal to the FPGA;
therefore, they have the attribute signal is "none" applied.

11. Instantiate LUTs per the trusted routing rules:

In the aes . vhd source code file, LUT instantiation between reset and reset_out and on
done_aesl are necessary for trusted routing rules. Trusted routing is a set of resources
that is selected automatically by the tools to facilitate communication between isolated
regions. These resources serve to prevent “shorted” nets between isolated regions and
also preserve one-to-one mapping of input and output ports of isolated regions. Refer
to XAPP1145, Developing Fail-Safe Designs in the Spartan-6 Family Using the Isolation
Design Flow, for more details on trusted routing rules. A section of the VHDL code for
the LUT instantiation is shown here:

-- Instantiate LUT buffers on nets that either drive two different regions
-- or are feedthrough's from one region to the next. This prevents a single
-- net being placed "shorting" three regions together.

lut_reset_out : LUTL
GENERIC MAP (INIT => X"2")
PORT MAP (IO => reset, O => reset_out );

lut_done_aesl_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (I0 => done_d2, O => done );

12. Select aes - Behavioral in the Design Hierarchy window, right-click the Synthesize-
XST icon in the Processes window, and select Process Propetrties (see Figure 2-13).
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= Process Properties - Synthesis Options

Category

HOL Oplions
#ilime Specific Options

Switch Mame Propetty Mame Walue
-opt_mode Cpkimization Goal Area v|
-opt_level Cpkimization EFfort High v|
-power Power Reduckion ||
-iuc Ise Synthesis Constraints Fila
-uc Synthesis Constraints File E]
-keep_hierarchy Keep Hierarchy Mo w
-netlist_hierarchy Metlist Hierarchey As Optimized hd
-glob_opt Global Gptimization Goal alllockrets hd
-rElvigt Generate RTL Schematic Yes “
-read_cores Read Cores
-sd Cores Search Directories E]
-write_timing_constraints | Write Timing Constraints
-cross_clock_analysis Cross Clock analysis F
-hierarchy_separstor Higrarchy Separatar ! “
-bus_delimiter Bus Delimiter Ee w
-slice_utilization_ratio LUT-FF Pairs Litilization R.atio 100 =
-bram_utilization_ratio | BRAM Utilization Ratio 100 &
-dsp_utilization_ratio DSP Utilization Ratio 100 =
-Case Zase Maintain i
‘ork Direckory C:filine_Designfsvnthesis)aes/ st E]
set -xsthdpini HOL NI File (]
-lso Library Search Qrder E]
-vlgincdir ‘erilog Include Direckories E]
-generics Generics, Parameters
-define ‘erilog Macros
Cther ¥3T Command Line QOptions
Property display level: Display switch names
[ [o]'4 ] [ Cancel ] [ apply ] [ Help l

13.

14.

15.

16.

17.

Figure 2-13: Process Properties (Synthesis Options)

X1104_c2_13_102510

Set Optimization Goal to Area, and set Optimization Effort to High. Keep Hierarchy
does not have to be set.

Within the Process Properties window, click HDL Options in the column on the left,
and uncheck Resource Sharing. Click Xilinx Specific Options in the column on the
left, and uncheck Equivalent Register Removal.

Click OK.

To run XST synthesis, either right-click the Synthesize-XST icon in the Processes
window and select Run or double-click Synthesize-XST.

After synthesis is complete, close the aes project.
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Synthesize the aes_r Module

These steps describe how to synthesize the aes_r module:
1. Start the ISE design suite 12.4:

Start > All Programs — Xilinx ISE Design Suite 12.4 — ISE Design Tools —
Project Navigator

2. Create a new ISE design suite 12.4 project:
File - New Project

3. Set the Project Location to \Xilinx Design\synthesis.
Set the Project Name to aes_r.

5. Click Next (see Figure 2-14).

Z5 New Project Wizard

x)

Create New Project
Specify project location and bype,

Enter a name, locations, and comment: For the project

Marme: |aes_r| |
Locakion: |C:'|,><iIinx_Design'l,synthesis'l,aes_r | E]
working Directory: |C:'l.><iIinx_Design'l,synthesis'l,aes_r | E]
Descripkion:

Select the type of top-level source For the project

Top-level source bype;

HEL 4

[ Mext = ][ Cancel

X1104_c2_14_102510

Figure 2-14: New Project Wizard (Create New Project)
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6. Make the following selections for the target device (see Figure 2-15):

Family: Spartan6

Device: XC6SLX150T

Package: FGG676
Speed: -3

Preferred Language: VHDL

Z5 New Project Wizard

Project Settings
Specify device and project properties,

Select the device and design Flow For the project
Froperty Mame E'\falue
Product Category Al A
Farnily Spartant w
[evice WCESLW150T hd
Package FEEETE -
Speed -3 -
Top-Level Source Tvpe HOL
Synthesis Tool ®3T (WHOL verilog) A
Simulakar I5im (wHDL erilog) w
Preferred Language WHDL A
Property Specification in Project File Store all values A
Manual Compile Order [l
YHDL Source Analysis Standard |\-'HDL—93 v
Enable Message Filkering [l

[ < Back ] [ Mext = ] [ Cancel

Figure 2-15: New Project Wizard (Device Properties)

7. Click Next.

X1104_c2_15_102510
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8. Click Finish in the Project Summary window (see Figure 2-16).

x)

ZE New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

Project:
Froject Nawe: aes r
Project Path: C:WXilinx Designh\synthesis\aes r
Working Directory: C:4Xilinx Design)synthesis\aes r
Description:
Top Lewel Source Type: HDL

Device:
Device Family: Spartane
Device: ®o631x150t
Package: fogge7 6
Speed: -3

Fynthesis Tool: XIT (VHDL/Verilog)

Fimulator: I3im (VHDL/Veriloo)

Preferred Language: VHDL

Property Specification in Project File: Store all walues
Manual Compile Order: false

VHDL Source Analysis Standard: VHDL-93

Meszage Filtering: disabled

[ < Back ][ Finish l[ Cancel

X1104_c2_16_102510

Figure 2-16: New Project Wizard (Project Summary)
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Add source files to the project by selecting Project — Add Source. Navigate to the
source\design directory and add the aes_r.vhd, aes_package.vhd, and
key_expander . vhd files to the project. This is done by holding down the Ctrl key on
the keyboard and left-clicking each of the filenames once such that all filenames are
selected, then clicking Open. Click OK (see Figure 2-17).

= Adding Source Files...

The Following allows wou ko see the status of the source files being added to the project, and
allowss wou bo specify the Design Yiew associakion For sources which are successfully added to
khe projeck,

File Mame Associakion Library
1 () iaes_rvhd dall w [wark w
2 @ key_expander.vhd | All w [wark, b
3 @ aes_package.vhd |4l |tk bl

adding files ko project: [BRERERRRREREREE R RE R ]3 af 3 files (0 errors)

Ik l ’ Cancel ] ’ Help

X1104_c2_17_102510

Figure 2-17: Adding Source Files
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The ISE Project Navigator Window should look like Figure 2-18.

Note: All blocks are defined. There should be no question marks (?) by any module. All modules at
this level and below are in context.

P2 Mo Processes Running

R ]

Design Ltilities

»
%“-]: Mo single design module is selected,
&

EZ ISE Project Navigator (4. 81d) - C:\Xilinx_Designisynthesisiaes_riaes_r.xise - [Design Summary]

IX[0a | A ALPRRARA BRI ILRIPEL:Q

(=) Design Crverview
@ Summary:

] ICE Properties
[ Module Level Utiization
] Timing Constraints
] Pinout Repart
+ [ Clack Repart

(Y static Timing
[=)- Errars and Warnings
@ Parser Messages
] Synthesis Messages
3 Translation Messages
3 Map Messages
[ Place and Route Messages

% File Edit View Project  Source  Process  Tools  Window  Lavout  Help
D.}LJIP Eioo
Design +0F X "
: _ S )
[0 | Yiew: @ {8 mplementation O imulation 2
‘El Hierarchy @
g E >
= 5 150E-Af o0 e o
,‘3':%3 aes_t - mapping (aes_r.vhd)
expand_key - key_expander - expansion (key_expan... W |
& E
04
2

Project File:

aes_t.xise

Module Name:

aes_t

Target Device:

wchsh150E-3F 0676

Product Yersion:

I5E 12,4

Design Goal:

Balanced

Design Strategy:

llir: Default (unlocked)

Environment:

[ Timing Messages Dek
3 Bitgen Messages Report Name Status Gel
i @ All Implementation Messages Synthesis Report
(= Detailed Reports
1 3 Synthesis Report Translation Report
[ Translation Report Map Report
[ Map Report
) Place and Route Report Place and Route Report
j Posk-PAR. Static Timing Repark Power Report
[ Power Report Post-PAR Static Timing Report
3 Bitgen Report =
Secondary Reports Eitgen Report
Design Properties Seco
Enable Message Filtering Report Name Status
Optional Design Summary Contents
[] show Clack Repart
Date G

-+ [] shaw Failing Constraints

~[[] Shaw Warnings
- [] Show Errars

HE_ Start | ET§ Design |lu"_“| Files |

Libraries |

[E

Design Summary

-

Figure 2-18: Project Navigator Window

10. Apply attributes to control I/O insertion:

As in Synthesize the SCC_LAB_TOP Module, page 13, insertion of I/O buffers at this
level of hierarchy must be prevented for the top-level signals (such as CLK) within the
aes_r block that connect to the upper level of the design, or because the port is a

direct connection to a port of another instance.

X1104_c2_18_062411

Open the aes_r . vhd file and locate the section containing the buffer_type attributes:

attribute
attribute
attribute
attribute
attribute
attribute
attribute

buffer_type:

buffer_type
buffer_type
buffer_type
buffer_type
buffer_type
buffer_type

string;
of clk
of reset
of push_button
of start
of mode
of load

signal is "none";
signal is "none";
signal is "none";
signal is "none";
signal is "none";
signal is "none";
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attribute buffer_type of key : signal is "none";
attribute buffer_type of data_in : signal is "none";
attribute buffer_type of data_out : signal is "none";
attribute buffer_type of done : signal is "none";

Note: The clk I/O is inferred when scC_LAB_TOP is synthesized. All other ports are internal to
the FPGA; therefore, they have the attribute signal is "none" applied.

Instantiate LUTs per the Trusted Routing rules:

In the aes_r.vhd source code file, LUT instantiation on done_aes?2 is necessary for
trusted routing rules. Trusted routing is a set of resources that is selected automatically
by the tools to facilitate communication between isolated regions. These resources
serve to prevent “shorted” nets between isolated regions and also preserve one-to-one
mapping of input and output ports of isolated regions. Refer to XAPP1145, Developing
Fail-Safe Designs in the Spartan-6 Family Using the Isolation Design Flow, for more details
on trusted routing rules. A section of the VHDL code for the LUT instantiation is
shown here:

-- Instantiate LUT buffers on nets that either drive two different regions
-- or are feedthrough's from one region to the next. This prevents a single
-- net being placed "shorting" three regions together.

lut_done_aes2_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (IO => done_d2, O => done );
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12. Right-click the Synthesize-XST icon in the Processes window and select Process
Properties (see Figure 2-19).

= Process Properties - Synthesis Options

Categary Switch Mame Froperty Mame Yalue
4 -opt_mode Cptimization Goal Area w
HOL Opkions
wiline: Specific Options -opt_level Cpkimization EFfort High v|
-power Power Reduction
-iuc Ise Synthesis Constraints File
-uc Synthesis Constraints File E]
-keep_hierarchy Keep Hierarchy Mo w
-netlist_hierarchy Metlist Hierarchey As Optimized “
-glab_opt Global Optimization Goal AlllockMets o
-rtlview zenerate RTL Schematic Wes w
-tead_cores Read Cores
-sd Cores Search Directories E]
-wribe_timing_constraints | Wrike Timing Conskraints |:|
-cross_clock_analysis Cross Clock analysis F
-hierarchy_separator Higrarchy Separator ! “
-bus_delimiter Bus Delimiter e w
-slice_utilization_ratio LUT-FF Pairs Ukilization Ratio 100 &
-bram_utilization_ratio  |BRAM Utilization Ratio 100 &
-dsp_utilization_ratio D3P Utilization Ratio 100 &
-Case Case Maintain il
‘ork, Direckory C:fuilime_Design)svnthesisfaes_rfxst E]
set -xsthdpini HOL IMI File [
-lso Library Search Qrder E]
-ylgincdir verilog Include Direckories E]
-generics zenerics, Parameters
-define ‘erilog Macros
Cither #5T Command Line QOptions
Property display level: Display switch names
[ [0].4 l [ Cancel ] [ apply ] [ Help I
X1104_c2_19_102510
Figure 2-19: Process Properties (Synthesis Options)

13. Set Optimization Goal to Area, and set Optimization Effort to High. Keep Hierarchy
does not have to be set.

14. Within the Process Properties window, click HDL Options in the column on the left,
and uncheck Resource Sharing. Click Xilinx Specific Options in the column on the
left, and uncheck Equivalent Register Removal.

15. Click OK.

16. To run XST synthesis, either right-click the Synthesize-XST icon in the Processes
window and select Run, or double-click Synthesize-XST.

17. After synthesis is complete, close the aes_r project.
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Synthesize the compare Module

These steps describe how to synthesize the compare module:

1.

Start the ISE design suite 12.4:

Start > All Programs — Xilinx ISE Design Suite 12.4 — ISE Design Tools —

Project Navigator

Create a new ISE design suite 12.4 project:

File > New Project

Set the project name to compare.
Click Next (see Figure 2-20).

Z5 New Project Wizard

Create New Project
Specify project location and bype,

Set the project location to \Xilinx Design\synthesis.

x)

Enter a name, locations, and comment: For the project

Marne: | compare|

Location: | Chsilin_Designisynthesis\compare

L]

working Directory: |C:'l.><iIinx_Design'l,synthesis'l,cnmpare

L]

Descripkion:

Select the type of top-level source For the project

Top-level source bype;

HDL

[ Mext = ][ Cancel

X1104_c2_20_102510

Figure 2-20: New Project Wizard (Create New Project)
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Synthesize the compare Module

6. Make the following selections for the target device (see Figure 2-21):

Family: Spartan6

Device: XC6SLX150T

Package: FGG676
Speed: -3

Preferred Language: VHDL

Z5 New Project Wizard

Project Settings
Specify device and project properties,

Select the device and design Flow For the project
Froperty Mame E'\falue
Product Category Al A
Farnily Spartant w
[evice WCESLW150T hd
Package FEEETE -
Speed -3 -
Top-Level Source Tvpe HOL
Synthesis Tool ®3T (WHOL verilog) A
Simulakar I5im (wHDL erilog) w
Preferred Language WHDL A
Property Specification in Project File Store all values A
Manual Compile Order [l
YHDL Source Analysis Standard |\-'HDL—93 v
Enable Message Filkering [l

[ < Back ] [ Mext = ] [ Cancel

Figure 2-21:

7. Click Next.

X1104_c2_21_102510

New Project Wizard (Device Properties)

Fail-Safe Design in Spartan-6 Family with ISE 12.4 www.xilinx.com
XAPP1104 (v1.0.1) June 19, 2013

37


http://www.xilinx.com

Chapter 2: Synthesizing Modules for the Isolation Design Flow & XILINX.

8. Click Finish in the Project Summary window (see Figure 2-22).

x)

ZE New Project Wizard

Project Summary
Project Mavigator will create a new project with the Following specifications.

Project:
Project MName: compare
Project Path: C:\Eilinx Design'\synthesis)cowmpare
Working Directory: C:4Xilinx Design)synthesishcompare
Description:
Top Lewel Source Type: HDL

Device:
Device Family: Spartane
Device: ®o631x150t
Package: fogge7 6
Speed: -3

Fynthesis Tool: XIT (VHDL/Verilog)

Fimulator: I3im (VHDL/Veriloo)

Preferred Language: VHDL

Property Specification in Project File: Store all walues
Manual Compile Order: false

VHDL Source Analysis Standard: VHDL-93

Meszage Filtering: disabled

[ < Back ][ Finish l[ Cancel

X1104_c2_22_102510

Figure 2-22: New Project Wizard (Project Summary)
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9. Add source files to the project by selecting Project — Add Source. Navigate to the
source\design directory, and add the compare.vhd by left-clicking once on the
filename such that it is selected, then clicking Open. Click OK (see Figure 2-23).

= Adding Source Files...

The Following allows wou ko see the status of the source files being added to the project, and
allowss wou bo specify the Design Yiew associakion For sources which are successfully added to
khe projeck,

File Marme Associakion Library

1 () icompare.vhd: Al | wark o

adding files ko project: [BRERERRRREREREE R RE R ]1 af 1 files (0 errors)

Ik l ’ Cancel ] ’ Help

X1104_c2_23_102510

Figure 2-23: Adding Source Files
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The ISE Project Navigator Window should look like Figure 2-24.

Note: All modules are defined. There should be no question marks (?) by any module. All modules
at this level and below are in context.

R ise Project Navigator (M.81d) - C:¥Xilinx_Designisynthesiskcomparelcompare.xise - [Design Summary]

5% File  Edit  Wiew Process  Tools  Window  Lawout  Help
D H IX|wa| A L,BRARAIANBEOIDIARIPITLQ
Design ' 08 %X . | = Design Overview
o = e L - [E surmmary
|:| visw: © Il:\l}lmplementatlon @) Slmulatlon @ D I0E Propetties Project File: COmpare. xise
(5] | Hierarchy [] Module Level Utilization Module Name: T—
Hlj @ D Timing Constraints -
= 5 [ Pinaut Report Target Device: wchshe150E-3fgge7e
i i - ,;33 compare - Behavioral (compare, vhd) c [ Clock Report Product ¥ersion: ISE 12.4
i | (Y static Timing =
= = o ; Design Goal: Balanced
__,E] [=)- Errors and Warnings
: ;E @ Parser Messages Design Strategy: ilinz Default (unlocked)
# o4 B ?Y”thle:_is M:1555935 Environment:
| ranslation Messages
= 3 Map Messages
M j Place and Route Messages
j Timing Messages De
Bitgen Messages Report Name Status G
|
Lo |1§d :II Imptlementation Messages Syrthesis Report
[=)- Detailed Reports
b [ Syrithesis Report Translation Repart
% Translation Report: Map Repart
Map Report
j Flace and Route Report Place and Route Report
B | P2 MoProcesses Running 3 Post-PAR Skatic Timing Report Power Report
[ Power Report Post-PAR Static Timin
E . 2 . A g Report
—ft Mo single design module is selected, 3 EBitgen Report -
G | @ % Design Utiiies Secandary Reparts BiterRepare
X
By
o
Design Properties Seci
M [] Enable Message Filtering Report Name SEatiis
Optional Design Summary Contents
[] Show Clock Report
[ Show Failing Constraints Date!
~ [ show warnings
-~ [] Shaw Errars
|E_ Start | EN$  Design |u.|b_"| Files , |D Libraries ' I E Diesign Summiary @
X1104_c2_24_062411
Figure 2-24: Project Navigator Window
10. Apply attributes to control I/O insertion:
As in Synthesize the SCC_LAB_TOP Module, page 13, insertion of I/O bulffers at this
level of hierarchy must be prevented for the top-level signals (such as CLK) within the
compare block that connect to the upper level of the design, or because the port is a
direct connection to a port of another instance.
Open the compare . vhd file and locate the buffer attributes:
attribute buffer_type: string;
--attribute buffer_ type of led signal is "none"; -- HOOKED UP TO OBUF
attribute buffer_type of clk signal is "none"; -- Port
attribute buffer_type of reset signal is "none"; -- Port
attribute buffer_type of reset_out signal is "none"; -- Port
attribute buffer_type of donel signal is "none"; -- Port
attribute buffer_type of done2 signal is "none"; -- Port
40
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11.

attribute buffer_type of start_aesl : signal is "none"; -- Port
attribute buffer_type of start_aes2 : signal is "none"; -- Port
attribute buffer_type of load_aesl : signal is "none"; -- Port
attribute buffer_type of load_aes?2 : signal is "none"; -- Port
attribute buffer_type of data_inl : signal is "none"; -- Port
attribute buffer_type of data_in2 : signal is "none"; -- Port

Note: The led signal does not have an attribute associated with it because this signal is driven
directly by an output buffer from within the compare code and is therefore commented out. All
other ports are either those within the FPGA or have had their I/Os inferred at a different level;
therefore, they have the attribute signal is "none" applied.

In the compare . vhd source code file, LUT instantiation between certain inputs and
outputs is necessary for trusted routing rules. Refer to XAPP1145, Developing Fail-Safe
Designs in the Spartan-6 Family Using the Isolation Design Flow, for more details on
trusted routing rules. A section of the VHDL code for the LUT instantiation is shown
here:

-- Instantiate LUT buffers on nets that either drive two different regions
-- or are feedthrough's from one region to the next. This prevents a single
-- net being placed "shorting" three regions together.

lut_reset_out : LUTL
GENERIC MAP (INIT => X"2")
PORT MAP (IO => reset_i, O => reset_out );

lut_start_aesl_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (IO => start_i, O => start_aesl );

lut_start_aes2_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (IO => start_i, O => start_aes2 );

lut_load_aesl_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (IO => load_1i, O => load_aesl );

lut_load_aes2_out : LUT1
GENERIC MAP (INIT => X"2")
PORT MAP (IO => load_i, O => load_aes2 );
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12. Right-click the Synthesize-XST icon in the Processes window and select Process
Properties (see Figure 2-25).

= Process Properties - Synthesis Options

Zategory

HOL Opkions
#iline Specific Options

Yalue |

Switch Mame Property Mame

-opt_mode Cptimization Goal Area v|
-opt_level Cpkimization EFfort High v|
-power Power Reduction
-iuc Ise Synthesis Constraints File
-uc Synthesis Constraints File E]
-keep_hierarchy Keep Hierarchy Mo w
-netlist_hierarchy Metlist Hierarchey As Optimized “
-glab_opt Global Optimization Goal AlllockMets o
-rtlview zenerate RTL Schematic Wes w
-tead_cores Read Cores
-sd Cores Search Directories E]
-wribe_timing_constraints | Wrike Timing Conskraints
-cross_clock_analysis Cross Clock analysis F
-hierarchy_separator Higrarchy Separator ! “
-bus_delimiter Bus Delimiter e w
-slice_utilization_ratio LUT-FF Pairs Ukilization Ratio 100 &
-bram_utilization_ratio  |BRAM Utilization Ratio 100 &
-dsp_utilization_ratio D3P Utilization Ratio 100 &
-Case Case Maintain il

‘ork, Direckory C: filine_Designysvnthesisicompare, xst E]
set -xsthdpini HOL IMI File [
-lso Library Search Qrder E]
-ylgincdir verilog Include Direckories E]
-generics zenerics, Parameters
-define ‘erilog Macros

Cither #5T Command Line QOptions

Property display level: Display switch names

| ok | cancel ][ apply Help

J|

13.

14.

15.

16.

17.

X1104_c2_25_102510
Figure 2-25: Process Properties (Synthesis Options)

Set the Optimization Goal to Area and the Optimization Effort to High. Keep
Hierarchy does not have to be set.

Within the Process Properties window, click HDL Options in the column on the left
and uncheck Resource Sharing. Click Xilinx Specific Options in the column on the
left and uncheck Equivalent Register Removal.

Click OK.

To run XST synthesis, either right-click the Synthesize-XST icon in the Processes
window and select Run, or double-click Synthesize-XST.

After synthesis is complete, close the compare project.
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Isolation Design Flow Progress

The Module Synthesis block of the isolation design flow diagram is complete, as shown in
Figure 2-26.

Module Synthesis

System Floorplanning

:

Timing Analysis

:

IVT on UCF File

:

Design Implementation

:

IVT on NCD File

X1104_c2_26_110110

Figure 2-26: Isolation Design Flow with Module Synthesis Block Complete
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Floorplanning the System

Project Entry in PlanAhead Tool

Launch the PlanAhead Tool

To launch the 12.4 version of the PlanAhead™ tool, select:

Start — All Programs — Xilinx ISE Design Suite 12.4 — PlanAhead —
PlanAhead

PlanAhead Project Creation

The PlanAhead tool works with any synthesized netlist (XST, Synplify, etc.). The regular
guidelines are followed to generate a new project and import the netlist into the
PlanAhead tool to create a floorplan for the design.
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1. Set up a new PlanAhead tool project (see Figure 3-1):

File — New Project

(8 New Project

X

Project Name

a3

Enter a name For wour project and specify & directory where the project data files will be stored %

Project narne: |FIDDrPIanLSCC

Project location: |C:'LXiIinx_Design'l,PIanF\head

Project will be created at: i Rilineg_DesigntPlanabhead \FloorPlan_SCC

[ < Back ][ et = ][ Cancel

X1104_c3_01_102510
Figure 3-1: New Project
2. Click Next and enter:

® Project name: For this lab, the FloorPlan_SCC project name is used.

Project location: . .\Xilinx Design\PlanAhead
3. Click Next.
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4. Select Import a synthesized (EDIF or NGC) netlist (see Figure 3-2) because the
modules have already been synthesized. Click Next.

Note: The Spartan-6 FPGA does not support partial reconfiguration, so do not select the Set
PR Project option.

(8 New Project

Design Source

]

Specify the type of sources For your design. You can start with RTL or a synthesized EDIF @
Specify RTL Sources

You will be able ko run RTL analysis, synthesis, post-synthesis design analysis, planning and implementation.

Specify synthesized (EDIF or MiGC) netlist
wou will be able ko run post-synthesis design analysis, planning, and implementation,

[]3et PR Project

() Creatzan 10 Planning Project
Do nok specify design sources, You will be able to do port assignment and werification.

Import ISE Place & Route results
O
Sou will be able o do post-implementation analysis of your design,

[ < Back l[ Mext = |[ Cancel

X1104_c3_02_102510

Figure 3-2: New Project (Design Source)
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5. Import the previously generated top-level netlist (see Figure 3-3).

(8 New Project E|
Specify Top Netlist File
e}

Specify the top level EDIF or NGC netlist file that contains the top module, and optionally a list of directaries f
to be used as a search path. oS

Top Metlist File: | C:\xlinx_Designsynthesis\SCC_LAB_TOPYSCC_LAB_TOP.ng: I(-]

Metlist directaries (optional)

il _Designisynthesisiaes
Cadline_Designisynthesisiaes_r
Cihiline_Designisynthesisicompare

©pdd Directories..,

Zopy Sources into Project

[ < Back " Mexk = l[ Cancel

X1104_c3_03_102510

Figure 3-3: New Project (Import Netlist)

6. Designate the top-level netlist and library directories. The netlist directories should
include the static logic SCC_LAB_TOP .ngc and only one “version” of each isolated
(ISO) module.

Netlist File:
..\Xilinx_Design\synthesis\SCC_LAB_TOP\SCC_LAB_TOP.ngc
Netlist Directories:

..\Xilinx_ Design\synthesis\aes
..\Xilinx_Design\synthesis\aes_r
..\Xilinx_ Design\synthesis\compare

Click Next.

This lab creates the final user constraints file (UCF) from the beginning. Thus, no UCF
files needs to be imported. Click Next.
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9. Select the product, family, and sub-family for the default part (see Figure 3-4). For this

lab, make the following selections:
a. Product: General Purpose

b. Family: Spartan6

c. Sub-Family: Spartan6é LXT

(8 New Project

Default Part
Choose a defaulk Xiliny part For wour project, This can be changed later. g;#
Filter
Product |General Purpose - | Package |FGG|5?6 - |
Family |Spartan6 - | Speed Grade |—3 - |
Sub-Farmily |S|:uartan6 LXT - | Temp Grade |C - |
Search: | Q.
Dievice IfOPin Count | slices  LUT Elements  FlipFlops | Block RaMs  DSPs b Transcievers  PCIbuses  TEMAC
@' wehsl: 7EtFggh76-3 676 11662 4665438 93296 172 132 3 1 0
@' wec6sl: 100 gg676-3 676 15822 632838 126576 268 180 g 1 0
£ O
< Back ”_ Mext = ] [ Cancel J

Figure 3-4: New Project (Product Family)

10. Select the device specifics:

a. Package: FGG676

b. Speed grade: -3

c. Temperature grade: C

d. Device: xc6slx150tfgg676-3
11. Click Next and Finish.

X1104_c3_04_102510
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12. The PlanAhead tool project is created. Figure 3-5 shows the PlanAhead tool Project
Manager window and the Open Netlist Manager window for the FloorPlan_SCC

project.

G FloorPlan_SCC - Project Manager - [C:\Xilinx_Design'¥PlanAhead\FloorPlan_SCC\FloarPlan_SCC.ppr] - PlanAhead 12.4
File Edit View Flow Tools Window Select Layout Help

Project Manager
ﬁ Project Settings
% Add Sources

g2EwmeaX X &AGZ PEbA® P

Project Manager

Sources

o, | m gt B3|

4 Project Gettings

FloorPlan_SCC
Praduct Family; Spartant

Project MName:

[@ Project state

Status:
Mext Step:  Implement

Ready

=)+ Design Sources (4)
; 5 NGC (4)
e SCC_LAB_TOP.nge (top)

[ addfcreate Constraints

Default Part: xibsk 150t g6 76-3

T Project Summary

[ compilation

| Netlist Design i
i Comparainge Implementation
anstraints (1)
} LB3 constrs. 1 Part: xcBslx150tFgQ676-3
= Shrategy: [SE Defaults
Implement

| Resources a

Implemented Design ‘ -
Resource information is not available,

i v

E

£

=

il Open Netlist Design

Program and Debug
) Open the netist design with @ particular canstraint set
€ and part,
Open with
Design Mame: | SCC_LAB_1|
Constraink Set: | constrs_1 (active) -
Part: 9 xrbsle SObFgRe7e-3 (active) | [
Make active
| £ Project Summary x| 4 b B
Tel Console - 0o x
Z| | create project FloorPlan $CC {C:\Xilink Design\Plenhhead\FloorPlan $CC) -part xcéslxlS0tfgge76-3 ~
by set_property design_mode Gatelwl [get_property srcset [current _run]]
= ser_property edif_top_file {C:3X¥ilinx_Designisynthesis\SCC_LAB_TOP\SCC_LAB_TOF.nge} [get property srcset [current_run]]
‘Q import files -force -norecurse {{C:\Xilinx Design\synthesishaes} {C:\Xilinx Design’symthesis‘aes r} {C:\Xilinx Designisynthesis‘\compare} {C:%Xilinx Desigm’\synthesis\3CC_LAE TOP}}
B 2ud
[~ 4 b
*!‘y‘pe a Tcl command here
| B el Console [ 5 Reports | 7]
Open Metlist Design | Post-Syrithesis Flow | -

X1104_c3_05_062411

Figure 3-5: PlanAhead Tool Project Manger (Open Netlist Design)

13. To open the netlist design in the PlanAhead tool, under the Project Manager pane on
the left, select Netlist Design — Open Netlist Design....

14. Set the design name to SCC_LAB_1. Click OK.
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15. The floor plan of the FPGA device appears, as shown in Figure 3-6.

@ FloorPlan_SCC - Netlist Design - [C:¥Xilinx_DesigniPlansheadiFloorPlan_SCCiFloorPlan_SCC.ppr] - PlanAhead 12.4

File Edit View Flow Tools Window Select Layout Help
EEE0maxXdZex ABE PR COEN EOEIMD Ready
Project Manager Netlist Design - SCC_LAB_1 - xcf ) Design Flanner /0 Planne 3 .
= = Metlist —Oa X
Hetlist Design -
= imati =
[Z] Rresource Estimation 3] 5CC_LAB_TOP
@ FRunDRC — ) Nets (275)
. | Primitives (5)
PR Run hoise Analysis B[] U1_AES1 (3e5)
p E 2_AES2 (aes_r)
9 R tTi
@ Report Timing - [@] U3_Comp (compare)
Tl Slack Histogram
f@ Set up ChipScope
E bl
Implement
d £
& Sources . (] Netlist | [E Physical Constraints | £ Timing Constrainks
Properties - 0O g %
b & 22 )
< *Q
4 b B
Tel Console oo x
=i INFO: [HD-ArchRdeder 12] Loading device cc . . ~
g
e e e Netlist Design - 5CC_L
=
\;’ INFO: [HD-LIE 0 Reading timing lihrary C:
o INFO: [HD-LIE 1} Done reading timing libre N k
: etist — O a =
. e v
P < =] [E >
f ey =1 r
2 Tcl Console | 2 Reports s
i Cc Lo TOF [5} frmseron
3 i
- Mets (275) %
- | Primitives (6] -

IJ1_AES] (aes) ;
UZ_AES2 (aes_r) @
- [@] U3 _Comp (compare) a

B

X1104_c3_06_062711

Figure 3-6: PlanAhead Design Planner View

As stated in step 4, the Spartan-6 FPGA does not support partial reconfiguration.
Therefore, the File — Set PR Project option is grayed out and not selectable.
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Placing I/Os and DCMs with the PlanAhead Tool

When placing I/O buffers or pins, it is imperative to consider the physical location of I/Os
in relation to the logic regions they interface with. While the clock input can be placed on
any clock-capable pin because it does not have to be isolated, the led pin is part of the
compare logic, so it does need to be physically placed within that region. Similarly, the
reset and push_button pins are owned by the aes logic, so they need to be physically
placed inside the aes region. All available resources should be included, even if the logic is
not used, because excluding them also excludes using their respective routing resources.
This includes clock components such as DCMs, PLLs, and BUFGs, even though such
components are instantiated (logically owned) at the top level.

To place the PlanAhead tool in Site Constraint mode:

1. Select the symbol shown in Figure 3-7 that is on the vertical shortcut bar between the
Netlist Design window and the Device Planner window.

Metlist - O a =
= 7|E

3 SCC_LAB_TOR

i [ Nets (275)

| Primitives (5]

- [E] U1_AESL (aes)

- [@] UZ_AES2 (aes_r)

- [E] U3 _Comp (compare)

-

B B g O

A% Sou, 30 Nek.. B Phys, 52 Timi. .

X1104_¢3_07_102510

Figure 3-7: Select Site Constraint Mode Symbol
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2. To specify the I/O pin for the clk, select Edit — Find (shortcut: Ctrl-F). A Find window
appears, as shown in Figure 3-8.

3

(8 Find
Criteria
|I"-.Iame

- | |mat|:hes - | |LI25

More Fewer

[ ]Match Case

)4

H Cancel ]

Figure 3-8: Find

3. Select Sites from the Find pull-down menu.

X1104_c3_08_102510

Select Name and matches from the two pull-down menus under Criteria.

5. Type U25 in the remaining field box and click OK.

The search results appear on a tab in the Find Results section at the bottom left of the
PlanAhead tool window.
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8 FloorPlan_SCC - Metlist Design - [C:\Xilinx_Design\PlanAheadiFloorPlan_SCCFloorPlan_SCC.ppr] - PlanAhead 12.4
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6. Select the find result and press F9 to zoom to the current selection, as shown in
Figure 3-9. Alternatively, select View — Fit Selection from the top menu bar to

perform the same task.
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Figure 3-9: Find Results
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7. To place clk on pin U25, select Edit - Find (shortcut: Ctrl-F). A Find window

appears, as shown in Figure 3-10.

3

8l Find
Find |/ Ports -

Criteria

|I"-.Iame

- | |mat|:hes

- |k

More Fewer

[ ]Match Case

)4

H Cancel ]

8. Select I/0 Ports from the Find pull-down menu.

Figure 3-10: Find

X1104_c3_10_102510

9. Select Name and matches from the two pull-down menus under Criteria.

10. Type clk in the field box, and click OK. The search results appear on a tab in the Find
Results section at the bottom left of the PlanAhead tool window.
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11. Click and drag the result clk to the site identified in step 2 through step 6, as shown in
Figure 3-11.
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Figure 3-11: Drag clk
12. Repeat step 2 to step 11 to place reset at M19.
13. Repeat step 2 to step 11 to place push_button at H20.
14. Repeat step 2 to step 11 to place led at L24.
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15. Select Edit - Find (shortcut: Ctrl-F).
16. Select Sites from the Find pull-down menu.
17. Select Name and matches from the two pull-down menus under Criteria.

18. Type DCM_XO0Y5 in the field box, and click OK. The search results appear on a tab in the
Find Results section at the bottom left of the PlanAhead tool window. Select the result
and press F9 to zoom to the current selection, as shown in Figure 3-12.
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Figure 3-12: Search Results for DCM_X0Y5
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19. In the Netlist window, expand Primitives, and then drag TOP_DCM_SP to the
DCM_X0Y5 box, as shown in Figure 3-13.
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Figure 3-13: Placing DCM_X0Y5

20. Repeat step 15 to step 19 to place TOP_CLKO_BUFG at BUFGMUX_X3Y16.
21. Repeat step 15 to step 19 to place TOP_CLKDEV_BUFG at BUFGMUX_X2Y12.
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Setting Up Timing Constraints with the PlanAhead Tool

This section shows that timing constraints can be applied to each module and the top-level
design easily with the PlanAhead tool.

1. Select the Timing Constraints tab in the Netlist Design window, and click the Create
New Constraint button located at the top of the netlist/constraints window (see
Figure 3-14).
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Figure 3-14: Create New Constraint
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2. Add a Basic period constraint of 20 ns to the design by entering the value, as shown
in Figure 3-15.

(8 New Timing Constraint

Conskraink Types Basic period
£ Timespe period Clack net:
i Derived perind Petiod Specification
& Input pad ko clk offset
& Clk o oukput pad offset Period: |2EI| | |n5 - |
& Path delay (FROM-TO)
& Basic group (THM) [] Duty Cycle: | |
& Mulki group (TIMEGRP)
£ Object False path [ ] Input jitker: | | | |
& Group False path
& Feedback,
(4 l [ Cancel
X1104_c3_15_102510
Figure 3-15: New Timing Constraint - Basic Period
3. Click OK.
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4. Create a new timing constraint for Input pad to clk offset. For Data arrival, select
Before clock, check the Delay value box, and add a global input constraint of 6 ns to
the design by entering the value, as shown in Figure 3-16.
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X1104_c3_16_102510

Figure 3-16: New Timing Constraint - Input Pad to Clk Offset

5. Click OK.
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6. Create a new timing constraint for Clk to output pad offset. For Data arrival, select
After clock, check the Delay value box, and add a global output constraint of 6 ns to
the design by entering the value, as shown in Figure 3-17.
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X1104_c3_17_102510
Figure 3-17: New Timing Constraint - Clk to Output Pad Offset
7. Click OK.
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Defining ISO Partitions with the PlanAhead Tool

Each partition must be turned into an ISO partition:

1. Select and right-click U1_AES (aes) in the Netlist tab and select Set Partition from the
pull-down menu (see Figure 3-18).
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Figure 3-18: Set Partition

N

Repeat step 1 for the U2_AES2 (aes_r) partition.
Repeat step 1 for the U3_Comp (compare) partition.

@
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4. A new Pblock must be created for each block. In the Netlist tab, select the U1_AES1
(aes) partition, and right-click to select New Pblock from the menu (see Figure 3-19).
Keep the default name, pblock_U1_AES], and click OK.
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Figure 3-19: New Pblock
5. Repeat step 4 for the U2_AES2 (aes_r) partition while keeping the default name,
pblock_U2_AES2.
6. Repeat step 4 for the U3_Comp (compare) partition while keeping the default name,
pblock_U3_Comp.
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Defining Attributes for Each ISO Partition with the PlanAhead Tool

IDF rules have many additional constraint rules as opposed to a traditional partial
reconfiguration flow. It is necessary to define several attributes for each partition as
follows:

1. Under the Netlist tab, select the U1_AES1 (aes) partition, right-click the selection, and
click Instance Properties in the resulting menu.

2. Click the Attributes tab of the Instance Properties window, and click the Add Pre-

defined Attributes button (a green
3. Click the SCC_ ISOLATED general attribute to select it, and click OK (see Figure 3-20).

symbol).
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Figure 3-20: Add Pre-Defined Attribute
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4. Select the checkbox for SCC_ ISOLATED in the general attributes list in the Instance

Properties window, and click Apply (see Figure 3-21).

Instance Properties —_ O o =

¢PflLk = =R+
J1l_AES]
[&_[arcIeian ] =
is_primitive
is_reconfigurable
is_sequenkial
lib_cell
narne
pblock,

wpe W

SCC_ISOLATED
Atkribute Type: Boolean  Read-only: Mo

General | Statiskics | Pins | Children | Atkributes | Connechivity | Parkition

[5 Apply ] [ [ Cancel

X1104_¢3_21_102510

Figure 3-21: Instance Properties

5. Repeat step 1 to step 4 for the U2_AES2 (aes_r) partition.
6. Repeat step 1 to step 4 for the U3_Comp (compare) partition.

The PRIVATE attribute needs to be set for each pblock in the PlanAhead tool GUI as

follows:

7.

Under the Physical Constraints tab, select the pblock_U1_AES pblock, right-click the
selection, and click Pblock Properties in the resulting menu.

Click the Attributes tab of the Pblock Properties window, and click the Add Pre-
defined Attributes button (a green “+” symbol).

66

www.xilinx.com Fail-Safe Design in Spartan-6 Family with ISE 12.4
XAPP1104 (v1.0.1) June 19, 2013


http://www.xilinx.com

& XILINX.

Defining Attributes for Each ISO Partition with the PlanAhead Tool

9. Click the PRIVATE attribute to select it, and click OK (see Figure 3-22).
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Figure 3-22: Adding PRIVATE Attribute
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10. Select the attribute PRIVATE in the general attributes list in the Pblock Properties
window, and select NONE (see Figure 3-23).

Phblock Properties N
¢oBERIz==R 4+
(3] pblock_1J1_AES1

class
A e block 111 AFES1

PRIYATE
atkribute Type: Enum Read-only: Mo

General | Statiskics | Instances | Reckangles | Attributes

X1104_c3_23_102510
Figure 3-23: Setting PRIVATE Attribute to NONE

11. Click Apply.
12. Repeat step 7 to step 11 for pblock_U2_AES2, and set the attribute PRIVATE to NONE.
13. Repeat step 7 to step 11 for pblock_U3_Comp, and set the attribute PRIVATE to NONE.
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Set Up the Area Groups for the ISO Regions with the
PlanAhead Tool

Area groups constrain FPGA resources. Their size can be changed by the user with the
PlanAhead tool. For the purpose of this exercise, the dimensions for the area groups are
made known and are presented. However, a general method of configuring an area group
for an arbitrary ISO region is demonstrated in this section:

1. Under the Physical Constraints tab, select the block pblock_U1_AES1 (aes).

2. Right-click pblock_U1_AES1 (aes) and select Set Pblock Size from the pull-down
menu.

3. Draw a rectangle in the upper-right area of the Design Planner window, as shown in
Figure 3-24. (The rectangle does not have to be 100% accurate—it will be resized
shortly.)
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Figure 3-24: pblock_U1_AES1 Pblock Layout (Set Pblock)

4. A dialog box (shown in Figure 3-24) appears with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not used in the
design, it is important to select them to take advantage of their routing resources.
Failure to do so, while not an error, might produce designs that are unnecessarily
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difficult to route. Naturally, all used components must be included. The only exception
is the Memory Controller Block (MCB) box, which should not be checked for this lab.

Note: Trusted routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

Click OK.

In the Choose LOC mode dialog box, select Leave all location constraints in their
current position.

Click OK.
Ensure that pblock_U1_AES1 (aes) is selected in the Physical Constraints pane.
Select the Rectangles tab in the Pblock Properties window (see Figure 3-25).

Pblock Properties il [T

0
X

(@ phlock_01_aES1
Id | #Llo | Ylo | HH | YHI

| I ) )

General | Statiskics | Instances | Rectangles | Atkributes
X1104_c3_25_102510
Figure 3-25: Pblock Properties

10. After the preliminary U1_AES] (aes) block is drawn, adjust the rectangle graphically
as necessary to match these coordinates:

e XLo=88
e YLo=0
e XHi=169
e YHi=43

The final Pblock should look like Figure 3-26.
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11.

12.

13.

Figure 3-26: pblock_U1_AES1 Pblock Layout

X1104_c3_26_102510

Alternately, the Pblock rectangle (of the size specified in step 10) can be added to the
design by entering this command string into the Tcl command line in the PlanAhead
tool:

resize_pblock pblock_Ul_AES]1 -add {SLICE_X68Y152:SLICE_X127Y191
BUFDS_X2Y4 :BUFDS_X2Y5 BUFH_X0Y320:BUFH_X3Y383
BUFIO2_X1Y26:BUFIO2_X4Y29 BUFIO2FB_X1Y26:BUFIO2FB_X4Y29
BUFPLL_X1Y4 :BUFPLL_X2Y5 BUFPLL_MCB_X1Y9 :BUFPLL_MCB_X2Y9
DCM_X0Y10:DCM_XO0Y11l DSP48_X2Y38:DSP48_X3Y47
GTPA1l_DUAL_X1Y1:GTPAl_DUAL_X1Y1l ILOGIC_X19Y136:ILOGIC_X35Y175
IODELAY_X19Y136:IO0DELAY_X35Y175 IPAD X1Y8:IPAD_ X1Y15
OLOGIC_X19Y136:0LOGIC_X35Y175 OPAD_X1Y4:0PAD_X1Y7
PLL_ADV_X0Y5:PLL_ADV_X0Y5 RAMB16_X3Y76:RAMB16_X5Y94
RAMB8_X3Y76:RAMB8_X5Y95} -locs keep_all -replace

The second rectangle is drawn to complete pblock_U1_AES1. Under the Physical
Constraints tab, select the block pblock_U1_AES1.

Right-click pblock_U1_AES1 and select Add Pblock Rectangle from the pull-down
menu.
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14. Draw a new rectangle below and to the far left side of the first rectangle to make a
resultant L-shaped area, as shown in Figure 3-27. (The second rectangle does not have
to be 100% accurate—it will be resized shortly.)

X1104_c3_27_102510

Figure 3-27: pblock_U1_AES1 Pblock Layout - Add Pblock Rectangle

15. A dialog box pops up with various attributes and associated checkboxes. All boxes
must be checked, including (if listed) DCM_ADV, PLL_ADV, BUFGCTRL, BUFR, and
BUFIO. Even though most of these blocks are not used in the design, it is important to
select them to take advantage of their routing resources. Failure to do so, while not an
error, might produce designs that are unnecessarily difficult to route. Naturally, all
used components must be included. The only exception is the MCB box, which should
not be checked for this lab.

Note: Trusted routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

16. Click OK.
17. Ensure that pblock_U1_AES1 is selected in the Physical Constraints pane.
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18.

19.

Select the Rectangles tab in the Pblock Properties window to view all of the rectangles
created for this Pblock (see Figure 3-28).

Phblock Properties [T

o
®

X IAN

(& phlock_U1_&ES1

General | Statiskics | Instances | Rectangles | Atkribukes

X1104_c3_28_102510

Figure 3-28: Pblock Properties

Note: The PlanAhead tool might resize the rectangle to many different combinations of smaller
rectangles. Make sure that all of the resources (such as block RAMs and DCMs) inside the area
group are fully enclosed.

The format of multiple rectangles makes it more difficult to resize the second rectangle.
Alternately, the second Pblock rectangle can be added to the design by entering the
following command strings into the Tcl command line in the PlanAhead tool:

resize_pblock pblock_Ul_AES]1 -add {SLICE_X68Y128:SLICE_X101Y151
BUFH_X0Y256:BUFH_X3Y319 DCM_X0Y8:DCM_X0Y9 DSP48_X2Y32:DSP48_X2Y37
RAMB16_X3Y64:RAMB16_X3Y74 RAMB8_X3Y64:RAMB8_X3Y75} -locs keep_all

resize_pblock pblock Ul_AES1 -add {DCM_XO0Y10:DCM_XO0Y1l1l
PLL_ADV_XO0Y4:PLL_ADV_X0Y5} -remove {DCM_X0Y10:DCM_X0Y11l
PLL_ADV_X0Y5:PLL_ADV_X0Y5} -locs keep_all
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20. The completed Pblock for pblock_U1_AES1 is shown in Figure 3-29.

X1104_c3_29_102510

Figure 3-29: Completed pblock_U1_AES1 Pblock Layout

21. Under the Physical Constraints tab, select the block pblock_U2_AES2.
22. Right-click pblock_U2_AES2 to select Set Pblock Size from the pull-down menu.
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23. Draw a rectangle in the center right area of the Design Planner window, as shown in
Figure 3-30. (The rectangle does not have to be 100% accurate—it will be resized
shortly.)
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Figure 3-30: pblock_U2_AES2 Pblock Layout (Set Pblock)

24. A dialog box (shown in Figure 3-30) appears with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not in the
design, it is important to select them to take advantage of their routing resources.
Failure to do so, while not an error, might produce designs that are unnecessarily
difficult to route. Naturally, all used components must be included. The only exception
is the MCB box, which should not be checked for this lab.

Note: Trusted routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

25. Click OK.
26. Ensure that pblock_U2_AES2 is selected in the Physical Constraints pane.
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27. Select the Rectangles tab in the Pblock Properties window (see Figure 3-31).

Fblock Properties
¢ & &L
[ phlock_L2_sESZ2

General | Statistics | Instances | Rectangles | Attributes

X1104_c3_31_102510
Figure 3-31: Pblock Properties

28. After the preliminary U2_AES2 block is drawn, adjust the rectangle graphically as
necessary to match these coordinates:

e XLo=88
e YLo=9
e XHi=169
e YHi=138

The Pblock area should look like Figure 3-32.
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block U2 AES2 |
|
|

X1104_c3_32_102510

Figure 3-32: pblock_U2_AES2 Pblock Layout

29. Alternately, the Pblock rectangle (of the size specified in step 28) can be added to the

design by entering the following command string into the Tcl command line in the
PlanAhead tools:

resize_pblock pblock_U2_AES2 -add {SLICE_X68Y64:SLICE_X127Y103
BUFGMUX_X2Y1:BUFGMUX_X3Y16 BUFH_X0Y128:BUFH_X3Y191
BUFIO2_X1Y8:BUFIO2_X4Y23 BUFIO2FB_X1Y8:BUFIO2FB_X4Y23
BUFPLL_X1Y2:BUFPLL_X2Y3 BUFPLL_MCB_X1Y5:BUFPLL_MCB_X2Y5

DCM_X0Y4 :DCM_X0Y5 DSP48_X2Y16:DSP48_X3Y25 ILOGIC_X19Y60:ILOGIC_X35Y101
TIODELAY_X19Y60:IODELAY_X35Y101 OLOGIC_X19Y60:0LOGIC_X35Y101
PCILOGIC_X1Y0:PCILOGIC_X1Y0 PLL_ADV_XO0Y2:PLL_ADV_X0Y2

RAMB16_X3Y32:RAMB16_X5Y50 RAMB8_X3Y32:RAMB8_X5Y51} -locs keep_all -
replace

Note: The fence between the AES1 and AES2 isolated partitions contains DSP tiles. Fence rules

dictate that there must be two adjacent vertical DSP tiles in a horizontal fence to provide the required
isolation.
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30. The next rectangle for pblock_U2_AES2 is drawn up to, but not including, the DSP tile
column. To complete the area needed for pblock_U2_AES2, multiple rectangles should
be drawn to exclude the two DSP fence tiles. Under the Physical Constraints tab, select
the block pblock_U2_AES2.

31. Right-click pblock_U2_AES2 and select Add Pblock Rectangle from the pull-down
menu.

32. Draw a new rectangle above and to the far left side of the first rectangle to make a
resultant L-shape area, as shown in Figure 3-33. (The second rectangle does not have to
be 100% accurate—it will be resized shortly.)

Note: Remember to leave one fence tile of isolation between the AES1 and AES2 partitions.

X1104_c3_33_062411

Figure 3-33: pblock_U2_AES2 Pblock Layout
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33. A dialog box appears with various attributes and associated checkboxes. All boxes
must be checked, including (if listed) DCM_ADV, PLL_ADV, BUFGCTRL, BUFR, and
BUFIO. Even though most of these blocks are not in the design, it is important to select
them to take advantage of their routing resources. Failure to do so, while not an error,
might produce designs that are unnecessarily difficult to route. Naturally, all used
components must be included. The only exception is the MCB box, which should not
be checked for this lab.

Note: Trusted routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

34. Click OK.
35. Use the Add Pblock Rectangle option to draw the remaining two rectangles needed
to complete the pblock_U2_AES2 area group. One rectangle should include the DSP

tiles in this area group, and the last rectangle should include the remaining CLB tiles
needed for this area group.

36. Ensure that pblock_U2_AES2 is selected in the Physical Constraints pane.

37. Select the Rectangles tab in the Pblock Properties window to view all of the rectangles
created for this pblock (see Figure 3-34).
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Figure 3-34: Pblock Properties
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Note: The PlanAhead tool might resize the rectangle to many different combinations of smaller
rectangles. Make sure that all of the resources (such as block RAMs and DCMs) inside the area
group are fully enclosed. The user should ensure that there is a fence of one configurable logic
block (CLB) tile, one BRAM tile, and two DSP tiles separation between the pblocks AES1, AES2,
and Comp.

38. The completed pblock for pblock_U2_AES2 (aes_r) is shown in Figure 3-35.

H‘I

L[S A mr_

sblock U2 AES2 — bldck U2 AES l |
e 7] e e e e o

X1104_c3_35_062411

Figure 3-35: Completed pblock_U2_AES2 Pblock Layout
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Note: The fence between the COMPARE isolated partition and AES1 and AES2 also contains DSP
tiles. There must also be two adjacent vertical DSP tiles in these horizontal fences to provide the
required isolation. Therefore, multiple rectangles are needed to define this pblock region to
accommodate the DSP fence tiles.

39. Under the Physical Constraints tab, select the block pblock_U3_Comp.
40. Right-click pblock_U3_Comp to select Set Pblock Size from the pull-down menu.

41. Draw the first rectangle between the AES1 and AES2 blocks up to, but not including,
the DSP column, as shown in Figure 3-36. (The rectangle does not have to be 100%
accurate—it will be resized shortly.)
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Figure 3-36: pblock_U3_Comp Pblock Layout (Set Pblock)

42. A dialog box (shown in Figure 3-36) appears with various attributes and associated
checkboxes. All boxes must be checked, including (if listed) DCM_ADV, PLL_ADV,
BUFGCTRL, BUFR, and BUFIO. Even though most of these blocks are not used in the
design, it is important to select them to take advantage of their routing resources.
Failure to do so, while not an error, might produce designs that are unnecessarily
difficult to route. Naturally, all used components must be included. The only exception
is the MCB box, which should not be checked for this lab.

Note: Trusted routing requires that all clocking components be assigned to the AREA GROUP
that physically contains the component, even though the component is not logically instantiated
in the HDL of that module.

43. Click OK.
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44

45.
46.

47.
48.

49.

In the Choose LOC Mode dialog box, select Leave all location constraints in their
current position.

Click OK.

Use the Add Pblock Rectangle option to draw the remaining two rectangles needed
to complete the pblock_U3_Comp area group. One rectangle should include the DSP
tiles in this area group, and the last rectangle should include the remaining CLB tiles
needed for this area group.

Ensure that pblock_U3_Comp is selected in the Physical Constraints pane.
Select the Rectangles tab in the Pblock Properties window (see Figure 3-37).

Pblock Properties - O a =
& 955
|3} phlock_U3_Comp

eneral | Skatistics | Instances | Rectangles | Attributes

X1104_c3_37_062711
Figure 3-37: Pblock Properties

Note: The PlanAhead tool might resize the rectangle to many different combinations of smaller
rectangles. The user should ensure that there is a fence of one CLB tile, one BRAM tile, and two
DSP tiles separation between the pblocks AES1, AES2, and Comp.

After the preliminary U3_Comp block is drawn, adjust the rectangle graphically as
necessary to match these coordinates:

e XLo=134
e YLlo=46
e XHi=166
e YHi=93
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50. The completed pblock for pblock_U3_Comp (aes_r) is shown in Figure 3-38.

lock U3 Comp

-amg

X1104_c3_38_062411
Figure 3-38: pblock_U3_Comp Pblock Layout

For the Spartan-6 FPGA, the pad ranges need to be set manually for the I/O blocks (IOBs)
or pads used in the design to include them in each ISO partition with I/O pins. The pad
range attribute (RANGE_PADXXX) can be set for each pblock in the PlanAhead tool GUI
as follows:

51. Under the Physical Constraints tab, select the pblock pblock_U1_AES.
52. Right-click pblock_U1_AES and click Pblock Properties in the pull-down menu.

53. Click the Attributes tab of the Pblock Properties window, and click the Add Pre-
defined Attributes button (a green “+” symbol).

54. Click the RANGE_PADXXX general attribute to select it, and click OK (see
Figure 3-39).
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(8 Add Pre-defined Attributes

X]

Search: | Q

PAREMNT
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COMPRESSION
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GROUP
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PRIVATE

RAMGE_POST_CRC_INTERMAL
RAMNGE_SLAYE_SPI
RAMNGE_SPI_ACCESS
RAMNGE_STARTUP
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K, ] [ Cancel

X1104_c3_39_102510

Figure 3-39: Adding New RANGE_PADXXX Attribute

55. Select the attribute RANGE_PADXXX in the general attributes list in the Pblock
Properties window, and enter the pad range of PAD133,PAD158 for pblock_U1_AES.

Note: Do not insert a space between pads when entering the pad ranges into the Pblock

Properties window.
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56. Click Apply (see Figure 3-40).

Phlock Properties o |

() pblock_U1_AES1

Al
><

class

gridkypes SLICE BUFDS EUFH BUFIOZ, ..
narne phlock_111_AES1
PRIVATE NOME

RAMNGE_Pa 7 PAD1355,PAD1SE

RAMGE_PADXXX
akkribute Type: Strving  Read-only: Mo

General | Statistics | Instances | Rectangles | Attributes

[ Apply ] [ [ Cancel

X1104_c3_40_102510

Figure 3-40: Setting New RANGE_PADXXX Attribute

57. Repeat step 51 to step 56 for pblock_U2_AES2 and set the attribute
RANGE_PADXXX to PAD217.

58. Repeat step 51 to step 56 for pblock_U3_Comp and set the attribute
RANGE_PADXXX to PAD190.
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59. The final layout is shown in Figure 3-41. Each block is separated by one user tile
(except the DSP tile which is two tiles for a horizontal fence) to ensure IDF isolation. A
CLB, block RAM, DSP, IOB, or any other site type that contains a global switch (GSM),
can be used for this isolation.

X1104_c3_41_062411

Figure 3-41: Final Layout
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Isolation Design Flow Progress

The System Floorplanning block of the isolation design flow diagram is complete, as
shown in Figure 3-42.

Module Synthesis

System Floorplanning

:

Timing Analysis

:

IVT on UCF File

:

Design Implementation

:

IVT on NCD File

X1104_c3_42_102710

Figure 3-42: Isolation Design Flow with System Floorplanning Block Complete
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Running Report Timing with the PlanAhead Tool

This section tests the timing constraints that were set up in Setting Up Timing Constraints
with the PlanAhead Tool, page 59.

1.

Select Tools — Report Timing and click OK to run report timing (see Figure 3-43).

(8 Report Timing

Results Mame: | resulks_1 |

Targeks | Options | Advanced. Timer Settings

Interconnect:
Speed Grade; -3 (default) -

rulki-Corner Configurakian

[ ] Enable mulki-corner analysis

frinrax_~]
pinmax_~ ]

Command: |report_timing -delay_kype max -path_type full_dock_expanded |

04 H Cancel ]

X1104_c3_43_102510
Figure 3-43: Report Timing Dialog Box

A new tab, Timing Results - Report Timing, appears at the bottom with a sub-tab
named as specified in the Run Report Timing window (results_1 in this case). As
specified when launched, TimeAhead reports the 10 paths closest to missing timing.
Note: The timing analysis performed through the PlanAhead tool is just a timing estimate and

not a timing design sign-off step. The Xilinx® trce tool needs to be run after implementation to
obtain the actual timing results.
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Isolation Design Flow Progress

The Timing Analysis block of the isolation design flow diagram is complete, as shown in
Figure 3-44.

Module Synthesis

System Floorplanning

:

Timing Analysis

:

IVT on UCF File

:

Design Implementation

:

IVT on NCD File

X1104_c3_44_102710

Figure 3-44: Isolation Design Flow with Timing Analysis Block Complete

Exporting the Design

At this stage, the design can be exported. The user can export either the combined netlist in
EDIF form, the top-level UCE, or both, if desired. For this lab, only the UCF need be
exported for checking by the Isolation Verification Tool.

1. To export the netlist, select File — Export Netlist.

2. Browsetothe . .\Xilinx Design\PlanAhead directory and keep the default
filename FloorPlan_SCC.edf.

3. Click OK.
To export the constraints file, select File — Export Constraints and browse to the

desired location or choose the default location and specify the UCF:
..\Xilinx_ Design\PlanAhead\FloorPlan_SCC\SCC_LAB_TOP.ucft.

5. Click OK.
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Running the Isolation Verification Tool
Against the UCF

The Xilinx® Isolation Verification Tool (IVT) software verifies that an FPGA design that has
been partitioned into isolated modules meets the stringent standards for a fail-safe design.
IVT is a batch application with a command line and file-based user interface. While there is
a graphical output, there is no graphical user interface.

While not required, it is highly recommended that the user run IVT on the UCEFE. This can
catch pin and area group isolation faults early in the design when changes are more easily
integrated. The steps in this chapter guide the reader through the process. After
implementation, the IVT native circuit description (NCD) test (required for IDF designs) is
run against the routed design.

Creating the File Used to Run the IVT UCF Test

These steps describe how to create the file used to run the IVT UCF test:

1. Open the directory . .\Xilinx Design\ivt.

2. The ivt.zip file posted on the Isolation Design Flow page contains the files needed
for IVT:

* ivt.exe —theIVT executables for these systems: nt, nt64, lin, and lin64

e IVT _End User_ License_Agreement.pdf —theIVT user license
e IVT User Guide and Release Note documentation (both in PDF format)
3. Create a new text file and name the file SCC_LAB_TOP_ucf . ivt with these contents:

-device xc6sl1lx150t -package fgg676

# Groups Isolation Group Area Group

B oo
-group AES pblock Ul_AES1

-group AES_r pblock U2_AES2

-group COMPARE pblock_U3_Comp

# Pin Isolation Groups
-pig SCC_LAB_TOP.pig

# User Constraint File
..\PlanAhead\Floorplan_ SCC\SCC_LAB_TOP.ucf

# Output file
-output SCC_LAB_TOP_ucf.rpt
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Note the instructions placed in the IVT command file:
a. The first line sets the target device and package for IVT to compare against.
b. Three isolation groups are assigned: AES, AES_r, and COMPARE.

Note: These names are arbitrary. If desired, they can be named the same to denote RED
and BLACK groups.

c. Three area groups are assigned: pblock_U1_AES1, pblock_U2_AES2, and
pblock_U3_Comp.

Note: These names must match the area groups in the UCF.
d. IVT points to the pin isolation group (PIG) file.
e. IVT points to the UCF.
f. IVTis told where to place the output file and its associated name.

Save and close the IVT command file.

Creating the Pin Isolation Group File

The pin isolation group (PIG) file is an IVT command file that defines which pins are
associated with what isolation groups. These steps describe the process for creating a PIG

file:
1.
2.

Open the directory .. \Xilinx_Design\ivt.
Create or modify a text file and name the file SCC_LAB_TOP. pig with these contents:

# Place all Global (top level) signals here (each commented out)
# NET "clk" LOC = U25;

ISOLATION_GROUP AES BEGIN

NET "reset" LOC = M19;

NET "push_button" LOC = H20;
END ISOLATION_GROUP

ISOLATION_GROUP AES_r BEGIN
# There are no pins in AES_r
END ISOLATION_GROUP

ISOLATION_GROUP COMPARE BEGIN
NET "led" LOC = L24;
END ISOLATION_GROUP

Note the instructions placed in the IVT PIG file:
a. The clock pin, clk, is commented out because it is not required to be isolated.

b. The three isolation groups that were created in the IVT UCF command file have
their associated pins assigned to them.

The isolation group definitions must match the isolation group definitions from the
IVT command created in Creating the File Used to Run the IVT UCF Test, page 91.

Hint: The IVT PIG file uses UCF syntax for each pin definition. It is useful to copy the
pins from the UCF and place them in the PIG file as a starting point. From there, the
user can either comment out the lines at the top level or add isolation group definitions
around the remaining pins to assign them to their specific isolation group.
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Running the IVT UCF Test

These steps describe how to run the IVT UCEF test:

1.
2.

Open a DOS command prompt (Start - Run — cmd).

To set up the Xilinx environment variables for this command shell, run the system32
(settings32.bat) or system64 (settings64 . bat) batch file from the ISE software
installation directory (. . . \Xilinx\12.4\ISE_DS).

Navigate to the . . \Xilinx_Design\ivt directory (where all of the IVT-related files
should ultimately reside for the project).

Rename the IVT executable to ivt . exe.

Run the UCF test by typing the following at the command prompt:
ivt -f SCC_LAB_TOP_ucf.ivt

The output for a successful UCF test run is “SUCCESS!”.

For more detailed messages from IVT, add the -verbose switch to the IVT command
file or at the command line.

Hint: It is useful to add this command line to a file with the name run_ivt_ucf.bat
so that it can be double-clicked from a Windows Explorer window. A sample of this file
can be found in the . . /ivt directory.

Examining the Output from the IVT UCF Test

The output report has three key sections:

1.
2.

Area Range Constraints
Package Pins, I/O Buffers, and I/O Banks

Pin(col, row) Bank I/0 Buffer Isolation Group Net

M19( 7, 14) 5 PAD158 AES reset
H20( 6, 18) 5 PAD133 AES push_button
L24( 2, 15) 1 PAD190 COMPARE led

Isolation Verification Summary

I/0 Isolation
I/0 Buffer Isolation Violations: 0
Package Pin Isolation Violations: 0
Bank Isolation Violations: 0
Area Group Isolation
Area Group Isolation Violations: 0
UCF Isolation Verification Summary
Total Isolation Violations: 0
Isolation analysis completed.
Elapsed time: 0:00:12
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IVT SVG Output File for UCF Mode

The SVG file SCC_LAB_TOP_ucf . svg created by IVT for UCF mode gives a graphical
view of the Spartan-6 device with colored tiles denoting the ownership of the tiles by each
isolated region. The SVG file also visually highlights that there is a proper fence isolating
each of the regions (uncolored tiles). Figure 4-1 shows the SVG UCF mode output for the
Spartan-6 FPGA design used in the SCC lab.

wEsi | fomabins (2

PR 1 s I S T £

HES ]

X1104_c4_01_062411

Figure 4-1: SVG UCF Mode Output
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Isolation Design Flow Progress

The IVT on UCF File block of the isolation design flow diagram is complete, as shown in
Figure 4-2.
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:
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:
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:
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Figure 4-2: Isolation Design Flow with IVT on UCF File Block Complete
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Implementing the Design with the
PlanAhead Tool

Generating and Running an Implementation

These steps describe how to generate and run a design implementation:

1. Click the bright green triangle on the Project Manager pane to implement the design.

2. Anew tab named Design Runs is created and a single entry named impl_1 is generated
as specified in the Run Implementation window. Implement immediately starts the
run: NGDBUILD — MAP — Place and Route.

3. The combined and routed design is placed in this directory:

..\Xilinx_ Design\PlanAhead\FloorPlan_SCC\FloorPlan_SCC.runs\impl_1
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4. Alternately, from the Project Manager pane in the PlanAhead™ tool:

a. Select Implement, click the downward facing arrow to the right of the green
Implement triangle, and select Implementation Settings... (see Figure 5-1).

(8 FloorPlan_SCC - Project Manager - [C:\¥ilinx_DesigniPlanAhead\FloorPlan_SCCAFloorPlan_SCC.ppr] - Planihead 12.4
File Edit Miew Flow Tools ‘Window Select  Layout Help

BFE2EwaXH FTexdBZPEFEL IR BOET I B

- i i veB sl SOt Design Pl
Hrhiact M ArmpET Netlist Design - SCC_LAB 1 - xchslx ! esign Planner
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Q X = |E

.E Resource Estimation E| SCC_LAB_1
@ runDRC = [B] ROOT

[0 phlock_11_AES1
[ Run Maise Analysis S all phlack_Li2_AES2

(& Report Timing ~[E phlock U3 _Comp
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Program and Debug [ CLERL 454z

X1104_c5_01_062411

Figure 5-1: Implement Design (Implementation Settings)
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Generating and Running an Implementation

b. An Implementation Settings dialog box appears (see Figure 5-2). To launch a run,

5. A new tab named Design Runs is created, and a single entry named impl_1 is
generated. It immediately starts the run: NGDBUILD — MAP — Place and Route.

change or accept the defaults and click Run.

(3 Implementation Settings

-
1 } Zhange implementation options and launch the run.

Options
Part: |$ xcEsh: 150EFgQe76-3 {ackive) | B
Conskraink Set: |EE conskrs_1 (active) - |
Opkicns: |2 MaoTimina (ISE 12} | ]
Launch Qpkions: |Laurn:h an lacal host | B

Specify Partitions: | U1_AES1=Implement U2_AESZ=Implement U3_Co | [ - |

[ Fun ][ Save H Cancel ]

X1104_c5_02_102510

Figure 5-2: Implementation Settings

6. An Implementation Completed dialog box appears after the design run is completed.
Select the Open Implemented Design option and click OK.
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7. The Device tab in the Design Planner pane shows the placed, routed, and partitioned
design (see Figure 5-3).

X1104_c5_03_062711

Figure 5-3: Implemented and Floorplanned Design
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8. The file name for the combined and routed design is SCC_LAB_TOP_routed.ncd,
and its view in FPGA Editor is shown in Figure 5-4.

= . 1]
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X1104_c5_04_070711

Figure 5-4: FPGA Editor View
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Isolation Design Flow Progress

The Design Implementation block of the isolation design flow diagram is complete, as
shown in Figure 5-5.
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Figure 5-5: lsolation Design Flow with Design Implementation Block Complete
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Verifying the Design with the NCD
Isolation Verification Tool

Creating the File Used to Run the IVT NCD Test

These steps describe how to create an example file used to run the IVT NCD test:
1. Open the directory \Xilinx_Design\ivt\.
2. Create a new text file in the \Xilinx_Design\ivt\ directory:
SCC_LAB_TOP_ncd.ivt
3. Open the text file SCC_LAB_TOP_ncd. ivt in a text editor.
Add these lines to the SCC_LAB_TOP_ncd. ivt text test file.

# comment the next line for reduced detail in the report file.

-verbose

# Groups Isolation Group Instance Name in Final NCD
# __________________________________________________
-group AES Ul_AES1

-group AES r U2_AES2

-group COMPARE U3_Comp

# Combined design
..\PlanAhead\FloorPlan_ SCC\FloorPlan_SCC.runs\impl_1\
SCC_LAB_TOP_routed.ncd

# Output Report File

-output SCC_LAB_TOP_ncd.rpt

The NCD IVT command file sets these options:

¢ Enables the verbose IVT switch

* Assigns three area groups to the three NCD files making up the project
¢ Points the IVT tool to the combined NCD file

e Tells IVT what to name the output report file and where to put the file

Note: The Isolation Group names are arbitrary, but the instance name must match the actual
design.
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Running the IVT NCD Test

These steps describe how to run the IVT NCD test:

1.
2.
3.

Open a command prompt (Start - Run — cmd).
Navigate to the \Xilinx_Design\ivt\ directory.

Rename the IVT executable to ivt . exe or replace ivt in the command line with the
name of the IVT executable.

To run the IVT NCD test, type the following at the command prompt:
ivt -f SCC_LAB_TOP_ncd.ivt
The output for a successful NCD test run is “SUCCESS!”.

Examining the Output from the IVT NCD Test

IVT creates two types of output files. The standard RPT file is a text report file. The SVG
output file is a graphical view of the Spartan®-6 device with colored tiles denoting the
ownership of the tiles by each isolated or PR area.

IVT RPT Output File

These steps describe how to read the output file from the IVT NCD test:

1.

Open the IVT NCD test output file:
\Xilinx Design\ivt\SCC_LAB_TOP_ncd.rpt
All the groups are listed in the Isolated Modules section:

Isolated Modules

Group AES module: Ul_AES1
Group AES_r module: U2_AES2
Group COMPARE module: U3_Comp

Ensure that Clocks and Resets are listed in the Uncategorized User Global Nets section.
For SCC Trusted Routing designs, signals shared between isolated regions are
expected and intended and appear here. An example of global signals are the
following Global Clock signals, which are expected to be shared outside of an isolated
region:

Uncategorized User Global Nets

The nets below are found in multiple isolation groups, therefore it is
incumbent upon the user to prove these signals do not violate data
isolation requirements. Only power, ground, global clocks, trusted
inter-region signals, or explicitly permitted control signals may be
global.

clk_ibufg
clk0_buf
clkdev_buf

In the Categorized Nets section, ensure that all remaining Clocks are listed in the Nets
Driven by Global Clock Sources section:

The nets listed below present lesser risk than uncategorized nets due to
their physical extents or signal sources.
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Nets Driven by Global Clock Sources

clk_fb_i
clk_ 1

(BUFG, DCM, PLL, and PMCD)

4. Ensure that only trusted bus macros are listed in the Trusted Bus Macro section.

Package Pins, I/O Buffers, and I/O Banks

Note: ltis incumbent on the user to verify that pins connected to ignored networks are correct.
For example, pins must not be directly connected to bus macros, but pins can be connected to

clocks, power, and global resets.

Pin(col, row) Bank 1I/0 Buffer 1Isolation Group Network

M19( 7, 14) 5 PAD158 AES
L24( 5, 14) 1 PAD190 COMPARE
H20( 6, 18) 5 PAD133 AES
u25( 1, 9) 1 PAD217 ignored

Ul_AESl/reset_IBUF
U3_Comp/led_OBUF
Ul_AES1l/push_button_IBUF
clk

The following output in the NCD report indicates that there are no faults in the NCD

and lists the time it took to run the test:

Isolation Verification Summary
Tile Adjacency

Net Adjacency Violations: 0
Logic Adjacency Violations:

Tile Content

Net Content Violations: 0
Logic Content Violations: 0

Inter-region Signals

Inter-region Net PIP Violations:

0

Inter-region Load Violations:

Special Fence Rules

DSP Violations: 0

I/0 Isolation

I/0 Buffer Isolation Violations:
Package Pin Isolation Violations:

Bank Isolation Violations:

NCD Isolation Verification Summary

Total isolation violations:
Unrouted nets: 0

Isolation analysis completed.

Elapsed time: 0:00:53

0

0

0

0

0

0
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IVT SVG Output File for NCD Mode

The SVG file scC_LAB_TOP_ncd. svg created by IVT gives a graphical view of the
Spartan-6 device with colored tiles denoting the ownership of the tiles by each isolated
region. The SVG file also visually highlights that there is a proper fence isolating each of
the regions (uncolored tiles). Figure 6-1 shows the SVG output for the Spartan-6 FPGA
design used in the SCC lab.
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Figure 6-1: IVT SVG File Graphical Output
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Isolation Design Flow Progress

The SCC lab is complete with the IVT on NCD File block of the flow diagram, as shown in
Figure 6-2.
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Figure 6-2: lsolation Design Flow with IVT on NCD File Block Complete
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Appendix A

Tactical Patch Needed for
ISE Tools 12.3 and 12.4

Due to a software issue in XST, a tactical patch must be used for ISE® Design Suite 12.3 and
12.4. The XST synthesis tool can intermittently remove the buffer on an I/O pin causing the
backend implementation tools to optimize out (remove) the apparently unused pin.

Tactical Patch for ISE Tools 12.3 or 12.4 for Windows PC

This section describes how to apply the tactical patch for the ISE tools 12.3 or 12.4 for the
Windows PC:

1.

Obtain the tactical patch ZIP file for the ISE tools 12.3 or 12.4 at the Isolation Design
Flow page on Xilinx.com.

Unzip and place the tactical patch in the ISE tools installation path location as shown
in the following example (the example shows the installation on the C: drive of a
Windows PC):

C:\Xilinx\TacticalPatch_12.4

To point to the proper location for the patch, set the MYXILINX environment variable
in the Systems Properties/Environment Variables window to point to the appropriate
path where the patch resides, as in this example:

Variable name: MYXTILINX

Variable value: C:\Xilinx\TacticalPatch_12.4\rtf

When the ISE software is invoked, the updated patch for XST runs automatically.

Tactical Patch for ISE Tools 12.3 or 12.4 for the Linux Server

This section describes how to apply the tactical patch for the ISE tools 12.3 or 12.4 for the
Linux server:

1. Obtain the tactical patch ZIP file for the ISE tools 12.3 or 12.4 at the Isolation Design
Flow page on Xilinx.com.
2. Unzip and place the tactical patch in a known location, as shown in the following
example (the example shows the installation on a Linux server):
S setenv MYXILINX <install_path>/TacticalPatch_12.4/rtf
3.  When the ISE software is invoked, the updated patch for XST runs automatically.
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