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Agenda

˃ Trends in Industrial Control

˃ Platform approach with Zynq Ultrascale+

˃ Mixed Criticality result of integration

˃ Architectures and values
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˃ Often 4 Different CPUs or ASICs

˃ Different Tools and Development
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2016 Industrial 
Internet of  Things

1990….2005 DSP age

EVOLUTION OF TYPICAL ELECTRIC DRIVES
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PythonLinux / RTOS
2012

MISRA C
2010…

RTOS & C++
2005…

C
2000…

NEW SOFTWARE DEMAND ON DRIVES

Years

Speed of hardware technology changes and 
complexity

C/Assembly
1995…

Assembly
1980…1995

A.I./ Machine LearningControl + Safety

Mixed Criticality

Mostly Control
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INTEGRATION INTO MIXED CRITICALITY SYSTEM
Drive

Typically “time critical”

Network I/F Motion Control Motor Control

RTOS

Real Time 

Bare Metal

Single DSP

PLC

Typically “end user application dependent”

Application 1 Application 2 HMI

RTOS

High Performance CPU

OS

Safety Logic

“Safety critical”

Safety Application

Single CPU

Bare Metal

Safety Application

Single CPU

Bare Metal

Voter

Integration into Single Hardware Unit 
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The Platform
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Zynq® UltraScale+™ MPSoC
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Determinism vs. Flexibility and Features Tradeoff in MPSoC

˃ Most Deterministic:  
PL brings inherent 
parallelism and 
isolation

˃ Most Flexibility and 
Features:  Application 
Processors enable 
software engineers to 
operate at the highest 
levels of abstraction 
and convenience

˃ Flexibility and 
Determinism with 
Limited Features:  
RPU offers straight 
forward execution of 
critical code

˃ Key Question:      
How to maximize 
determinism of APU to 
retain convenience?
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DEVICE STRUCTURE AND PHYSICAL ISOLATION OF DOMAINS

ASILC
SIL3

ASILB
SIL2

LOW 
POWER 
DOMAIN

ASILB
SIL2

SIL3 HFT = 1
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The system its challenges and 
solutions
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THE PARTITION PROBLEM – WHERE AND WHAT

PLC
Application

• User dependent
• Time sensitive
• Safety Critical 

(IEC61508)

Motor + Motion Control
Application

• Time Critical
• Hard real time
• Safety Critical 

(ISO13849)

Field bus
Application

• Protocol Dependent
• Time critical

400MHz…600MHz 1GHz…1.5GHz

Multicore clusterRealtime cluster

LEGACY
Applications

Memory 
Controller

Machine Learning
Application

• User dependent
• Data intensive
• Performance intensive

IoT Gateway 
Application

• IT dependent
• Security critical

OT/IT Gateway 
Application

• TSN dependent
• Security critical
• Time critical 

(synchronization)

User’s
Application

• Sandbox
• Security critical
• Rich OS demand

• Linux

NEW
Applications

Specialized 
Processing Units 

(DSP, FPGA, uP, ML)

SoC

~ 1ms..100ms

~ 10us..10ms

~ 64ms..1ms

~ 10Gops…Tops

Gops = Giga operations/s
Tops = Tera operations/s

Main 
Memory

I/O 
Devices

System
Bus (switch)

L2 Cache

USB, Ethernet, 
SPI, Uart, …
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˃ Don’t put any critical tasks in APU
Use the PL and RPU, that’s what they are there for

˃ Use a Real-time Operating System
Significant task scheduling, synchronization, and interrupt services

˃ Asymmetric Multiprocessing (AMP) in APU for predictability
Use Hypervisors
Make use of cache coloring

MAXIMIZING DETERMINISM FROM APU



© Copyright 2019 Xilinx赛 灵 思 工 业 物 联 网 研 讨 会
XILINX IIoT SEMINAR

MORE MAXIMIZING DETERMINISM FROM APU

˃ Install PREEMPT_RT patch to Linux
Preempt Lower Criticality Tasks when in conflict with Higher Criticality Tasks

˃ Hypervisor + Hardware Virtualization in Arm v8 Architecture
Enforces Isolation at OS-level and allocates specific processor, peripherals, and memory regions
Allows Virtualization of processors, interrupts, memory, timers
Supported in HW through exception levels + SMMU
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Hypervisor and Cache Coloring 
improve predictability
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CONCEPTUAL ALLOCATION OF APPLICATIONS – CASE #1

App1 - RT Industrial Networking

App2 – IoT Gateway TSN

App3 SIL supervisor 

RTOS Bare Metal

L2 Cache

App4 – Streaming 

App7 PLC

Linux RTOS

App5 – HMI
App6 – ML

Hypervisor

App9 Motor Control

Bare Metal

App8 Motion

Memory Controller

TCM OCM 

External Memory

App10 Safety Loop

Low Criticality Mid Criticality High CriticalityHigh Criticality

HMI  = Human Machine Interface 
ML   = Machine Learning
TSN = Time Sensitive Network
SIL   = Safety Integrity Level
OCM = On Chip Memory
TCM = Tightly Coupled Memory
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A “LEAN” HYPERVISOR THE JAILHOUSE CASE

App4 – Streaming 

App7 PLC

Linux RTOS

App5 – HMI
App6 – ML

JAILHOUSE

App9 Motor Control

Bare Metal

App8 Motion

App10 Safety Loop
Low Criticality Mid Criticality High Criticality

PWMADCQIEI/OEthernet
2

Ethernet
1USBHDMI

Peripherals statically assigned to Linux
Complex I/O

Peripherals statically assigned to
Bare metal and simple I/O

Guest 1 – static
CPU0 and CPU1

Guest 2 –
static CPU3

Guest 3 –
static CPU4

˃ Jailhouse is a partitioning hypervisor
Transforms Symmetric Multiprocessing 
into Asymmetric Multiprocessing
Bootstrapped via a Linux as type 2 
hypervisor
Changes into a type 1 hypervisor after 
booting
Provides consistent isolation among 
cores using a “root” and “inmate” cells.
Assigns peripherals to specific cores 
statically with no reallocation
Minimum impact on latency – no 
scheduling
It is an Open Source project conceived 
by SIEMENS 
https://github.com/siemens/jailhouse

Keep it simple and straightforward!

https://github.com/siemens/jailhouse
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DO WE HAVE ABSENCE OF INTERFERENCE? BENCHMARK #1

˃ Conditions
CPU3 executing a 48Kbyte code 
every 256us as motor control task + 
safety loop
CPU2 dormant
CPU1 executing streaming of 2 
Megabytes of data
CPU0 executing DDR access for 
data logging with 256 Kilo bytes 
stream

˃ Measurements
CPU3 executing with response time 
between ~400ns and ~12000ns a 
30x deviation!
Clear and significant interference!
Likely to be the L2 cache

R
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e 
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samples 

Critical task Core3

Interference from Linux Core0-Core1
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DO WE HAVE ABSENCE OF INTERFERENCE?
˃ Conditions

CPU3 executing a 48Kbyte code 
every 256us as motor control task + 
safety loop
CPU2 executing a “PLC” like 48K 
byte code every 8ms
CPU1 executing streaming of 2 
Megabytes of data
CPU0 executing DDR access for 
data logging with 256 Kilo bytes 
stream

˃ Measurements
CPU3 executing with response time 
between ~400ns and ~12000ns a 
30x deviation!
CPU2 executing with response time 
between ~2000 and ~12000 ns
Clear and significant interference!
Likely to be the L2 cache again

R
es
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e 
tim

e 
in

 n
s

samples 

Critical task

Interference from Linux Interference to CPU2 and CPU3

8ms
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CACHE COLORING + JAILHOUSE RUNNINGIN COLORED PARTITION

App1 - RT Industrial Networking

App2 – IoT Gateway TSN

App3 SIL supervisor 

RTOS Bare Metal

App4 – Streaming 

App7 PLC

Linux RTOS

App5 – HMI
App6 – ML

Hypervisor

App9 Motor Control

Bare Metal

App8 Motion

Memory Controller

TCM OCM 

External Memory

App10 Safety Loop

Low 
Criticality Mid Criticality High CriticalityHigh Criticality

HMI  = Human Machine Interface 
ML   = Machine Learning
TSN = Time Sensitive Network
SIL   = Safety Integrity Level
OCM = On Chip Memory
TCM = Tightly Coupled Memory

Color #3-#4
CPU3

Color #2
CPU2

L2 Cache L2 Cache

Color #3 #4Color #1 #2 Linux

˃ Results
Interference amongst Core 3 
and Core 2 is eliminated
Contiguous memory map in 
function of the number of 
color assigned to CPU
Cache “lockdown” same size 
of number assigned colors

˃ Predictability improved

˃ Separation improved

˃ Linux re-incarnated
Coloring no interference

CPU0     CPU1

128K128K

L2 Cache L2 Cache

64K
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Could we do even better?
Use of PL and more processors
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FPGA Fabric
• Custom Engines  
• Extendable Peripherals

AXI Interconnect
• Plug-and-Play IP
• Standards Compliant

Integrated Analog
• Temp & Power Monitor

Lockstep Capable
• Full 1oo2 (one out of two)
• Safety and Security 

Multiple Configurations*

Application Processor
• 130 MHz, 172 DMIPs
• 4342 LUTs, 3812 FFs

Real-Time Processor
• 161 MHz, 213 DMIPs
• 2461 LUTs, 2125 FFs

Microcontroller 
• 188 MHz, 197 DMIPs
• 1175 LUTs, 811 FFs

IP Sub-System

TMR Capable
• SEU Mitigation
• Voter Circuit

Security
• HMAC
• Config AES

* Performance and utilization for a Spartan-7 -2
Speed Grade Device, using 32-bit mode

…

MCS
• Lean configuration
• Integrated peripherals

MicroBlaze 32/64 bit soft processor
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64-bit MicroBlaze Implementation

˃ MicroBlaze now supports 64-bit addressing (available in 2018.3)
Available in v11.0 (2018.3 release) as a configuration option
Default is 32-bit implementation so existing designs are not impacted when 
upgrading
Allows access to up to 16Exaybtes of system memory
The full Zynq UltraScale+ address maps are now usable by MicroBlaze
All registers and supporting IP have also been updated
Works with XSCT – manual configuration in XSDK GUI
No change to performance, only impacts resource utilization
Benchmarks for all current Xilinx device families are posted in the
MicroBlaze Reference Guide – UG984.
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Can we improve even further determinism? 
HLS and Model Composer
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DETERMINISTIC MOTOR CONTROL FIELD ORIENTED ALGORITHM

1 Processor interface

7 algorithmic components

2 I/O  components

EXAMPLE 
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FOR EACH HW ALGORITHM YOU HAVE A C/C++ DESCRIPTION
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THE FOC BLOCK BECOMES AN HW LIBRARY COMPONENT 

FOC
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Directly from Simulink…
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Model Composer to Vivado HLS

C++ 
Optimization 
Directives & 
Constraints

C Test Bench 
+ Test 

Vectors

AlSTIMULUS VISUALIZATIONComputer Vision

Math Operations

Linear Algebra

Logic & Bit 
Operations

Xilinx-Optimized Block Library

Custom User-
defined Blocks

MODEL COMPOSER

Use-Case: For Users who 
want to further optimize in 

Vivado HLS
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Final result



© Copyright 2019 Xilinx赛 灵 思 工 业 物 联 网 研 讨 会
XILINX IIoT SEMINAR

EXTENSION TO PROGRAMMABLE LOGIC DETAIL

EtherCAT
FSoE

ProfiNET
ProfiSafe

MicroBlaze
32bit (180MHz)

I/cache D/cache

Local Memory

MicroBlaze
32/64bit (180MHz)

MicroBlaze
32/64bit (180MHz)

I/cache D/cache I/cache D/cache

Local Memory / ECCLocal Memory / ECC

TMR
comparator

TMR
comparator

TMR
Manager

TMR
Manager

I/O 
Module

I/O 
Module

C1 C2

C1 C2 C1 C2
M1 M2

NetworkFull Lockstep
1oo2 or 2oo2

IDF Creates an isolation within the FPGA

Deterministic
Motor Control

PWM

Ethernet
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THE ISOLATION DESIGN FLOW

˃ Enables mixed criticality designs to be co-located 
on the same fabric

˃ Limits FMEDA (Failure Modes Effects, and 
Diagnostic Analysis) to the Safety-Related function 
of interest instead of the entire fabric.

˃ Mitigates Common Cause Failures

˃ Separates Safety and Non-Safety functions

˃ Enabler for HFT=1 under IEC 61508 Part 2 Annex E 
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CONCEPTUAL ALLOCATION OF APPLICATION + BENEFIT OF PL– CASE #2

App1 - RT Industrial NetworkingApp2 – IoT Gateway TSN

App3 SIL supervisor 

RTOS Bare Metal

L2 Cache

App4 – Streaming 

App7 PLC

Linux RTOS

App5 – HMI
App6 – ML

Hypervisor

App9 Motor Control

Bare Metal

App8 Motion

Memory Controller

TCM OCM 

External Memory

App10 Safety Loop

Low Criticality Mid Criticality Mid CriticalityMid Criticality

HMI  = Human Machine Interface 
ML   = Machine Learning
TSN = Time Sensitive Network
SIL   = Safety Integrity Level
OCM = On Chip Memory
TCM = Tightly Coupled Memory

AXI

AXI

AXI

Programmable Logic
High Criticality

Improved modularity and 
reduced criticality impact
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CONCLUSION

˃ Zynq Ultrascale + as platform

˃ Safety by design

˃ Highest performance and enhanced predictability 

˃ Scalability with dedicated processing units in PL

˃ Scalability with dedicated hardware accelerators designed with HLS or 
Matlab/Simulink

˃ Isolation design flow for reduced interference

˃ Other interesting options exploring Xilinx website.
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